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Overview

Prior to Velocity 3.7 SP1 releases, the Velocity Web Service Client (VWSC) application used
Anonymous Authentication mode which used the Forms Authentication Provider. As a result,
when you initially hit the VWSC website, a login page displays and is authenticated by the
Velocity web service.

Starting from Velocity 3.7 SP1 releases, the Administrator can disable Anonymous
Authentication and define Windows Authentication to support Auto-login capability. For users
logged in as an authorized Velocity operator in Velocity domain into Windows system on
their device, the VWSC login page is by-passed to enable Auto-login feature.

Enabling Auto-Login using Windows Authentication
Provider

The VWSC application uses Anonymous authentication by default. To enable auto-login
capability using Windows Authentication you must make configuration changes to the
following:

e IS configuration
e VWSC website configuration
e Velocity database

e Browser settings

Configuring IS for Windows Authentication in Windows 10
and Windows Server 2016

A. Microsoft Windows 10

The steps below enable Windows Authentication in 1IS where Velocity Web Client or VWSC
bundle is installed.

1. Goto Control Panel-> Programs.

2. Locate and click on “Turn Windows Features on or off” link as shown in Figure 1.
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Figure 1: Turn Windows Features ON or OFF in Programs

In Windows Features dialog, expand Internet Information Services—> World Wide
Web Services-> Security to see the available options as shown in Figure 2.
Select the following highlighted options(if not selected already), and then click OK as

shown in the below Figure 2.
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Figure 2: Turn Windows Features ON/OFF
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o World Wide Web Services--> Security--> Basic Authentication
o World Wide Web Services--> Security--> Request Filtering
o World Wide Web Services--> Security--> Windows Authentication

A progress dialog shows that Windows is building the selected feature changes.
5. Click Close after Windows completes the requested changes as shown in Figure 3.

The Windows Authentication mode is enabled in IIS.

B Windaows Festures

Windows completed the requested changes,

Figure 3: Completion of Requested Changes...

B. Microsoft Windows Server 2016

The steps below enable Windows Authentication in 1IS on Windows Server 2016 where
Velocity Web Client or VWSC bundle is installed.

1. Go to Run and type ServerManager and press Enter or click Server Manager
button in the Windows taskbar.

The Server Manager Dashboard screen displays as shown in Figure 4.
2. Click Add roles and features link in Dashboard.

v @V terge Toos view hep

Server Manager * Dashboard
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WHAT'S NEW
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ROLES AND SERVER GROUPS

1 o s 1 § Llocal Server 1
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s Events Events

Figure 4: Server Manager Dashboard

3. Read the wizard instructions and click Next to continue as shown in Figure 5.
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s Add Roles and Features Wizard - 0 X
) . DESTINATION SERVER
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This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remove roles, role senvices, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

Te continue, click Next.

[] Skip this page by default

< Previous Mext > Instal Cancel
Figure 5:Before You Begin Menu

4. In Select installation type choose Role-based or feature-based Installation radio
button as shown in Figure 6.

[ Add Reles and Features Wizard - o S
L . DESTINATION SERVER
Select installation t}"pe W H-BIVEM QJICHG NEW D A com

Select the installaticn type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding rales, role senices, and features.

Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

[« Previous Next = Instal Cancel
Figure 6:Installation Type Menu

5. Choose to Select a server from the server pool radio button as shown in Figure
7.

6. Select the Windows Server 2016 from Server Pool and click Next.



Windows Authentication for Velocity Web Service Client

FEa Add Roles and Features Wizard - ] ®
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Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool
() Select a virtual hard digk

Server Pool

Filter:

MName P Address Operating System

WIN-8IVSMOQUOCMG.NE...  10.151.30.103

Microsoft Windows Server 2016 Standard

1 Computer(s) found

This page shows servers that are ruaning Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers comenand in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

[ < Previous Mext > Instal Cancel

Figure 7:Server Selection Menu

7. Select the following highlighted options(if not selected already) and then click
Next as shown in the below Figure 8.

A. Select Server Roles. Choose the following options under Roles:

e Web Server (lIS) (20 of 43 Installed)> Web Server (14 of 34 Installed)
>Security (1 of 9 Installed)> Request Filtering (Installed)

e Web Server (lIS) (20 of 43 Installed)> Web Server (14 of 34 Installed)
>Security (1 of 9 Installed)> Basic Authentication

e Web Server (IIS) (20 of 43 Installed)> Web Server (14 of 34 Installed)
->Security (1 of 9 Installed)> Windows Authentication
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Select one or more roles to install on the selected server.

Rales

Ll VOIUME ACTIVATION JEMVICEs
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Application Development provides
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output, which |15 then sends to fulfill
client requests.

| < Previcus | Next > Install Cancel

Figure 8:Server Roles Menu

Skip to the Confirmation menu in the Add Roles and Features Wizard as shown in
Figure 9.
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In Confirm installation selections click Install to enable Windows
Authentication on Windows 2016 Server as shown in Figure 9.

T Add Roles and Features Wizard - o X
i 1 H + FaEY 1 - DESTINATION S53VER
Confirm installation selections WIN-EIV MM GNEWIND A om

To install the following roles, role services, or features on selected server, click Install.

[ Restart the destination server automatically if required

Optional features (such as administration toals) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check baxes.

Web Server (lI5)
Web Server
Security
Basic Authentication
Windows Authentication

Export configuration settings
ternate source path

< Previous Mext » Install Cancel |

Figure 9: Confirmation Menu

The Installation progress window display the progress of the Feature Installation
as shown in Figure 10.

Click Close after the installation is done.

= Add Roles and Features Wizard — [m] *
S 4 I DESTINATION SERVER
Installation progress WIN-BIVSMQIOCMG NEWINDIAcom

View installation progress

o Feature installation

Installation succeeded on WIN-8/VSMQIOCMG.NEWINDIA.com

Web Server (1I5)
Web Server

Basic Authentication

Windows Authentication

You can close this wizard without interrupting running tasks, Yiew task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Figure 10: Results in Feature Installation
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Velocity Web Service Client Website Configuration

The Velocity Web Service Client Website configuration is done in the system where the
Velocity Web Client and Website is installed or hosted.

1. On the desktop, click Start -> Programs or All Programs -> Administrative Tools- >
Internet Information Services (lIS) Manager.
On the left panel in connections, select User->Sites->Default Web Sites->VWSC.

Double-click Authentication as shown in Figure 11.
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Figure 11: VWSC Authentication in 1IS Manager
4. The VWSC Authentication window displays. Right click Anonymous Authentication to
Disable or select Disable link as shown in Figure 12.
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Figure 12: Disable Anonymous Authentication in IIS Manager
5. Right click Windows Authentication to Enable or select Enable link as shown in Figure

13.
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Except Windows Authentication all other authentications must be disabled as shown in

Figure 14.
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Figure 13: Enable Windows Authentication in IS Manager
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6. Right click Windows Authentication and select Advanced Settings or click Advanced

Settings link as shown in Figure 14.
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Figure 14: Advanced Settings in Windows Authentication

7.

click OK as shown in Figure 15.
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In 1IS Manager window, right click Default Web Site ->All Tasks-> Restart IIS for the

changes to take place as shown below.
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Database Changes for Velocity Web Service Client

The Registry table must have the following Insert Statement if not already available.

1. Goto SQL Manager as shown in Figure 16.
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Figure 16:Connect to SQL Manager

2. Connect to Microsoft SQL Server 2004 as shown in Figure:17.
B3 Microsoft SOL Server Management Studio

Connect~ & 4 m F 2] o5

-o G- a]

-0 x

| @ -] -

@ll Connectto Server

Microsoft SQL Server 2014

Database Engine

Server name: [SrsTEMNAME\DOMAINNAME

Authertication: Windows Authertication

DOMAINNAME\ USERNAME

[ores ] oo

Options >

Figure 17: Microsoft SQL Server 2014 User Dialog

3. In Object Explorer select SYSTEM\DOMAIN->Velocity as shown in Figure 18.
3 Microsoft SOL Server Management Studio
File Edit View Debug Tools Window Help

e (5 el | NewQuery L1y BB (5| 4 a8 |9

-1

Object Explorer

Connect~ %4 %] m T (2] \5
B SYSTEM\DOMAIN  (SQL Server 12.0.200
= [@ Databases
[ 3 System Databases
® 0
@ 3 Security
[ [ Server Objects
# [ Replication
@ 3 Management

> I X

Figure 18: Velocity in Object Explorer

4. Click New Query. Enter the Insert statement as shown in Figure 19.
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File Edit View Query Project Debug Tools Window Help
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Figure 19: Enter New Query

INSERT INTO Registry VALUES(<Velocity Server
name>, "VWSC" , "AuthenticationMode”, "AutoWindowsAuthentication®);

For example:

INSERT INTO
RegistryVALUES(”SYSTEMNAME” , "VWSC*® , "AuthenticationMode” , "AutoWindowsAuth
entication®);

5. Select the INSERT statement and click Execute as shown in Figure 20.
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Figure 20:Execute Statement
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Configuring Browser Settings

Auto login window appears only if the user is currently logged into their device as a member
of the Velocity Users group in the Velocity domain and is an authorized Velocity operator.

Google Chrome browser operation is based on IE settings. Browsers such as Mozilla Firefox
and Microsoft Edge prompts for username and password to login to VWSC Website.

A. The following steps allow the user to configure IE without prompting their credentials
over trusted sites:

Open Internet Explorer.

Click Tools menu and select Internet Options.

Select Security tab.

Click the Local Intranet Web content zone.

Select Sites and Check Automatically Detect Intranet Network.
Click Advance.

Add VWSC website URL for example: <<System Name/ IP >>/VWSC,
http://SYSTEMNAME/VWSC or http://<IP-Address>/VWSC.

After you are done, Click Close and OK.

N o o~ wDdPRE

©

Now, click the Custom level button.

10. From the list of settings, scroll to the bottom to select Automatic logon only in Intranet
zone.

11. Click OK.

B. The following steps allows the user to configure latest IE versions to add the website
URL to work properly.

Open Internet Explorer.

2. Click Tools menu and select Internet Options as shown in Figure 21.

Print

File »
Zoom (100%)

Salety »
Addd site b Apps

View downlosds Ctrs)

Manage add-ons

Compatibulity View selfings

Inerived wpticas
About Inteme t Exphorer

Figure 21: Tools->Internet Options in Internet Explorer

Follow step 3 till step 8 below in latest Google Chrome versions to complete the procedure.
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C. The following steps allows to add the website URL to work properly in latest Google
Chrome versions:

1. Go to Google Chrome and Settings as shown in Figure 22.

New Tab X+ - = =
c(a * O
i1 Apps ¢ Space Directory-Co  [) Workflow Applicat q  Newtab Car-T
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Bookmarks v
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Brint... Ctri=P
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Find.. Ctrl+F
Mare tools 3

Edit Cut  Copy  Paste

Settings
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Figure 22: Browser Settings in Google Chrome

2. Click Advanced-> System -> Open Proxy Settings as shown in Figure 26.

£ Settings X G Advanced-> Change Proxy Settir % +

< C & Chrome | chrome:/settings/system
Settings
2 People

System

Appearance
Continue running hackground apps when Google Chrome is closed

@
Q,  Searchengine
(=i

Use hardware acceleration when available
Default browser

(0] On startup QOpen proxy settings

Advanced -
Reset and clean up

@ Privacy and security

Restore settings to their original defaults »
@ Languages
* Dovmloads Clean up computer b
&  Printing
T Accessibility
o, system
3 Resetand clean uo

Figure 26:System Settings in Google Chrome

3. InInternet Properties windows, select Security tab as shown in Figure 27.
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& Intemet Properties ? x

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ @ v ¢
- v
Localintranet  Trusted sites  Restricted
sites

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones.

Sites

Security level for this zone
Alowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
mm  -Prompts before downloading potentially unsafe
content
~Unsigned ActiveX controls willnot be downloaded

[#]Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Defatlevel

Reset all zones to default level

Cancel oply

Figure 27:Security tab in Internet Properties

Click Sites in Internet Properties.
The Local Intranet dialog window opens as shown in Figure 28.

Select Advanced in Local Intranet as shown in Figure 28.

& Local intranet X

o Use the settings below to define which websites are induded in
lﬁ the local intranet zone.

[Tutomatically detect niranst netiorkc
Indude all local (intranet) sites not listed in other zones
Indude &l sites that bypass the proxy server
Indude all petwork paths (UNCs)

What are intranet settings? | Advanced | OK | Cancel

Figure 28:Local Intranet Settings
7. Inthe Local Intranet dialog window enter "http://localhost/VWSC" and click Add as

shown in Figure 29.

& Local intranet X

¢ You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
[ http://1ocalhostavwsd] | [ add |

Websites:

Remove

[CIRequire server verification (https:) for all sites in this zone

Close

Figure 29: http://localhost/VWSC Added to Zone

8. The URL is added to the Websites text area in Local Intranet. Click Close.
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D. The following steps allows to add the website URL to work properly in earlier Google
Chrome versions:

1. Go to Google Chrome-> Options.

2. Select Under the Hood tab -> Change Proxy Settings as shown in Figure 30 below.

| Basics -Pmlﬁuﬂ'. Under the Hood

Privacy

|I Content settings... | | Clear browsing data... .

Google Chrome may use web services to improve your browsing experience. You may E
optionally disable these services.

Learn more
| Use a web service to help resolve navigation errors

" Use a prediction service to help complete searches and URLs typed in the address
bar

Use DNS pre-fetching to improve page load performance

| € &

Enable phishing and malware protection

" Help make Google Chrome better by automatically sending usage statistics and
«crash reports to Google

Network
Set up a proxy to connect to the network.
Change proxy settings

Translate

| Offer to translate pages that aren't in a language I read

Reset to defaults .

Figure 30: Under the Hood tab in Options

3. Select Security (tab) -> Local Intranet/Sites -> Advanced -> Add
"http://localhost/VWSC" to the URL List.

4. Click Close.


http://localhost/VWSC
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