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Getting Help

If you encounter a problem that is not discussed in this guide and you
need technical support, do the following:

1. Contact your local dealer or the provider of this product.
2. If your dealer is not available, contact Technical Support directly.
This can be done in a number of ways:

Mail: |dentiv
1900-B Carnegie Avenue
Santa Ana, CA 92705-5520
Attn: Technical Support

Phone: 877-447-7249 toll-free

Fax: (949) 250-7362
Email: support@identiv.com
WWW: www.identiv.com

Whenever you call your local dealer or Identiv, be sure to have your
registration material, serial number, and software version number
available.

For future reference, record these numbers here.

Serial Number:

Version Number:

Dealer:

Dealer Phone #:
CCM Rev/Version #:

Getting Help iii
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UL Requirements

UL is an independent safety science company that develops
safety-related standards, and tests products to determine whether
they meet a specific standard so they can be certified as UL-listed.
There are various UL standards related to security systems or their
components, such as UL 1076, the Standard of Safety for Proprietary
Alarm Units.

Velocity is flexible software that can control a wide variety of hardware
components, enabling you to design a custom system that meets
your particular security needs. This topic provides information about
designing a security system using Velocity software and DIG*TRAC
hardware that meets certain UL standards.

GENERAL INFORMATION

The UL-listed Velocity System may be comprised of the following
components: Central Supervisory Station, XBox, MTN, M2, M8, M 16,
Mx, DS47L, DS47L-HI, DS47L-SPX, DS47L-SPX-HI, Power Limitation
Board (CL2), PS2, DTLM1, DTLM2, DTLM3, MELM1, MELM2, and
MELM3. The M2, M8, M16, and Mx may employ the following
expansion boards: MEB/BE, AEB, REB8, SNIB, and SNIB2.

UL 1076 compliance requires use of a listed reader. Currently listed
readers are the Dorado Models 540 and 640, and the Sensor
Engineering Models 30387, 31880, and 32005.

Wiring methods shall be in accordance with the National Electrical
Code (ANSI/NFPA70), Canadian Electrical Code (C22.1), local codes,
and the authorities having jurisdiction. All cabling and wire used must
be Listed or Recognized AWM wire, suitable for the application.

Class 2 or 3 conductors must be segregated from electric light,
power, Class 1 conductors, non-Class 2 or 3 signaling conductors,
battery backup, and medium-power network-powered broadband
communications-circuit conductors.

The system shall not be installed in the fail-secure mode unless
permitted by the local authority having jurisdiction, and it shall not
interfere with the operation of Listed panic hardware. The use of
panic hardware has not been evaluated by UL.

iv
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UL terms that are applicable to this application can be found in
Appendix B, “Glossary” of the DIGI*TRAC Systems Design &
Installation Guide (MANOOT1).

Summary of UL 294 Performance Levels for Access Control

Features:
Feature Level | Level 11 Level Il Level IV
Destruc- No attack | Withstand Withstand attack | Withstand attack test
tive Attack | test attack test for | test for 5 minutes, | for 5 minutes, or
2 minutes or generate an generate an alarm
alarm event in in 2 minutes which
2 minutes cannot be silenced
for 2 minutes
Line No line | Standardline | Encrypted line Encrypted line
Security security | security security 128 bits | security 256 bits
Endurance | 1,000 25,000 50,000 cycles 100,000 cycles
cycles cycles
Standby No sec- | Can main- | Can maintain Can maintain
Power ondary |tain normal | normal operation | normal operation
power operations | for a minimum of | for a minimum of
source for a mini- 2 hours 4 hours
mum of 30
minutes
UL 294 Rating Achieved by the Different Models of the Mx
Controller:
Feature Mx-2 Rating Mx-4 Rating | Mx-8 Rating
Destructive Attack | Level | Level | Level |
Line Security Level 1l Level llI Level llI
Endurance Level IV Level IV Level IV
Standby Power Level Il with 1.3 Ah battery; | Level IV Level IV
Level IV with 7.2 Ah battery
UL Requirements v
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Standby Power Requirements for Various UL Standards:

UL Standard

UL 294 UL 1076 | CAN/ULC-S319-05

Required Dura-
tion of Standby
Power

30 minutes for Access Con- | 24 hours | 30 minutes for
trol Performance Level Ii; Class | equipment

4 hours for Access Control
Performance Level IV

When the available controller power is insufficient, an external power
supply can be used to power attached devices such as a
ScramblePad or MATCH?2 interface. That power supply must be a
UL-listed low-voltage Class 2 power limited power supply, which is
capable of providing standby power for the duration required by the
UL standard your physical access control system must meet:

UL 294 Access Control Performance Level I: not applicable
UL 294 Access Control Performance Level Il: 30 minutes
UL 294 Access Control Performance Level IlI: 2 hours

UL 294 Access Control Performance Level IV: 4 hours

UL 1076: 24 hours

CAN/ULC-S319-05: 30 minutes (for Class | equipment)

A Velocity system with Mx controllers meets the requirements of
CAN/ULC-S319-05 Equipment Class |.

VELOCITY

1.

For the software requirements and minimum hardware
requirements of Velocity servers, clients, and standalone
workstations, see “System Requirements” starting on page 5.

If Alarm Priority levels are assigned by the user, then the following
priority must be assigned for UL applications:

a.

S0 a0 o

Fire alarm and industrial supervision where a risk of injury to
persons, or damage to or destruction of property may be
involved.

. Hold-up or panic alarm.
. Burglar alarm.

. Watchman tour.

. Fire-alarm supervision.

Burglar-alarm supervision.

vi
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g. Industrial supervision where a risk of injury to persons, or
damage to or destruction of property will not be involved.

h. Other supervisory services.

ltems (b) and (c) may have equal priority; items (e) and (f) may

have equal priority; and items (g) and (h) may have equal

priority.

The Alarm Stacking feature is not to be used for UL applications.

The Return to Normal feature is not to be used for UL

applications.

The Video capability of the Velocity 3.6 software has not been

evaluated by UL.

CENTRAL SUPERVISORY STATION

1.

The data processing equipment and office appliance and
business equipment used as central supervisory station
equipment shall be Listed under Office Appliances and Business
Equipment (UL 114), or Information Processing and Business
Equipment (UL 478), or Part 1: General Requirements of
Information Technology Equipment (UL 60950-1).

A redundant server configuration should be employed, where the
servers and workstations are networked via a dedicated Ethernet
LAN. The network interfaces the protected premise units through
an Xbox.

A “"panel logged off" event may be a compromise attempt on the
system.

Supply line transient protection complying with the Standard for
Transient Voltage Surge Suppressors (UL 1449), with a
maximum marked rating of 330 V shall be used on Central
Monitoring Station equipment.

If the XBox is not installed in the Central Monitoring Station, signal
line transient protection complying with the Standard for
Protectors for Data communications and Fire Alarm Circuits

(UL 497B) with @ maximum marked rating of 50 V shall be used
on communication circuits extending more than 25 feet from the
computing systems.

UL Requirements

vii
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10.

1.

12.

Communication circuits and network components connected to
the telecommunications network shall be protected by secondary
protectors for communication circuits. These protectors shall
comply with the Standard for Secondary Protectors for
Communication Circuits, UL 497A. These protectors shall be
used only in the protected side of the telecommunications
network.

The Central Monitoring Station Equipment shall be installed in a
temperature-controlled environment. A temperature-controlled
environment is defined as one that can be maintained between
13-35°C (55-95°F) by the HVAC system. Twenty-four hours of
standby power shall be provided for the HVAC system. The
standby power for the HVAC system may be supplied by an
engine-driven generator alone; a standby battery is not required
to be used.

In addition to the main power supply and secondary power
supply that are required to be provided at the central supervisory
station, the system shall be provided with an uninterruptible
power supply (UPS) with sufficient capacity to operate the
computer equipment for a minimum of 15 minutes. If more than
15 minutes is required for the secondary power supply to supply
the UPS input power, the UPS shall be capable of providing input
power for at least that amount of time.

The UPS shall comply with the Standard for Uninterruptible
Power Supply Equipment (UL 1778) or the Standard for Fire
Protective signaling Devices (UL 1481).

To perform maintenance and repair service, a means for
disconnecting the input to the UPS while maintaining continuity
of power to the automation system shall be provided.

The alarm system'’s network settings shall be designed such that
the maximum time lapse from the initiation of an initiating device
circuit until it is annunciated at the central supervising station
shall not exceed 90 seconds.

The alarm system'’s network settings shall be designed such that
the maximum time for the central supervising station to
annunciate a single break, single ground, wire-to-wire short, loss
of signal, or any combination of these, shall not exceed 200
seconds.

viii
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13. The alarm system configuration shall be designed such that the
number of signals on a single channel shall be limited to 1000.

UL-Listed DIGI*TRAC Components
The following DIGI*TRAC components are UL-listed:
M1N

1. Input rating of the M1N is 120 VAC, 50/60 Hz, 500 mA.
2. The Alarm/Control Relay contact rating is 24 VDC, 1 A, resistive.

M2
1. UL has verified compatibility of the Hirsch DS47L, DS47L-H|,

DS47L-SPX, and DS47L-SPX-HI with the M2.
2. The Alarm/Control Relay contact rating is 24 VDC, 1 A, resistive.

M8
1. UL has verified compatibility of the Hirsch DS47L, DS47L-H|,

DS47L-SPX, and DS47L-SPX-HI with the M8.
2. The Alarm/Control Relay contact rating is 24 VDC, 1 A, resistive.

M16

1. Input rating of the M16 is 120 VAC, 50/60 Hz, 1 A.

2. UL has verified compatibility of the Hirsch DS47L-SPX with the
M16.

3. The Alarm/Control Relay contact rating is 24 VDC, 1 A, resistive.

Mx

1. UL has verified compatibility of the Hirsch DS47L, DS47L-H|,
DS47L-SPX, and DS47L-SPX-HI with the Mx.

2. The Alarm/Control Relay contact rating is 24 VDC, 1 A, resistive.

3. The Ethernet cable connecting the SNIB2 communications port
to an external network must be shielded.

XBOX
This device was only required for use with MOMENTUM systems.

1. XBox configuration and installation are addressed in the “XBox
Installation” topic of the DIGI*TRAC Systems Design & Installation
Guide (MANOOT).

UL Requirements ix
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2. UL has not verified the XBox hookup for a remote dialup
controller or the modem loop configuration.

3. The alarm relay contact is rated 24 VDC, 2 A, resistive.

4. Wiring to the RS-232 circuit is limited to the same room (25
feet).

5. Shielded cable must be used on the RS-232 circuit.

X UL Requirements
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Introduction
N

Velocity is a database-driven security management software system
with a server-client architecture, which runs on the Microsoft Windows
family of operating systems. It was designed to use the DIG*TRAC
controller or Mx controller in an integrated environment.

Besides providing the ability to upgrade an existing Velocity 3.5
installation to 3.6, the Velocity Installer provides installation options for
the Server, Data, standalone Workstation, and Client computer roles.
These options enable you to implement access control systems with
varying degrees of complexity, to suit a variety of needs:

If you have a small facility that only requires one client (or if you
want to set up a system for testing or training), you only need a
single installation of Velocity on a standalone Workstation.

If you have a larger facility that requires multiple clients, you need
to first install a Velocity Server, and then install the Velocity Clients.
If you wish to use a separate computer for the Velocity database,
you need to first install a licensed edition of a supported version
(2008 R2, 2012, or 2014) of Microsoft's SQL Server on that
computer, and then choose the Data installation option (on the
Install Options screen during the Velocity 3.6 installation process)
to install the Velocity database on that computer. Next you can
install a Velocity Server, and then install the Velocity Clients.
(Make sure that the SQL Server Browser service is running, so the
Velocity Server and Velocity Client installations can locate the
separate database server.)
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The primary purpose of the initial Velocity 3.6 release is to support
newer releases of the Microsoft Windows operating system and the
Microsoft SQL Server database. The following table shows which
versions of Windows are supported by Velocity 3.5 versus Velocity
3.6, for the different computer roles.

Computer role:

Versions of Windows Versions of Windows
supported by Velocity 3.5: supported by Velocity 3.6:

Velocity Server
or Data Server

«  Windows Server 2008 R2 Windows Server 2008 R2 SP1
+  Windows Server 2012
«  Windows Server 2012 R2

Velocity «  Windows Server 2008 R2 + Windows Server 2008 R2 SP1
standalone «  Windows Server 2012
Workstation _
«  Windows Server 2012 R2
. WindOWS 7 SP] . Windows 7 SP1
+  Windows 8.1
Velocity Client +  Windows XP SP3
«  Windows 7 SP1 «  Windows 7 SP1
«  Windows 8.1

Your organization's IT department's policies might determine which
versions of the Windows operating system are available to you, and
whether you can manage your own SQL Server database for Velocity
or must run the Velocity database on an existing SQL Server managed
by IT. For an organization that needed only an entry-level database,
Velocity 3.5 provided the ability to install the free Microsoft SQL
Server 2008 R2 Express edition.

Velocity 3.6 provides the ability to install the free Microsoft SQL Server
2014 Express edition. The only versions of SQL Server that can be
upgraded to SQL Server 2014 Express during a Velocity 3.6
installation are:

SQL Server 2008 R2 SP2 or later (any edition), or
SQL Server 2012 SP1 or later (any edition).
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If you already have SQL Server 2008 R2 SP3, 2012 SP2, or 2014
installed on your server, Velocity detects and uses your full edition of
SQL Server (instead of the SQL Server 2014 Express edition) for the
Velocity database. For more information about Windows and SQL
Server compatibilities, refer to “Software Requirements” on page 7.

Note that this manual only covers basic hardware configuration
guidelines and initial software installation procedures.

Instructions for operating Velocity are contained in the
online help file which is available after you've installed
and started Velocity.

This manual covers these major topics:

Hardware and software requirements: see “System
Requirements” starting on page 5.

Installing all supported Windows operating systems: see “Installing
the Operating System” starting on page 12.

Deciding whether to install the free SQL Server 2014 Express
edition provided with Velocity 3.6, or your own licensed edition of
SQL Server: see “SQL Server Installation” starting on page 42.
Installing Velocity software: see “Velocity Installation” starting on
page 48.

Upgrading Velocity: see “Upgrading Velocity” starting on page 94.
Starting Velocity: see “Starting Velocity” starting on page 117.

For information about configuring and using Velocity after it has been
installed, refer to Velocity's online help system.
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Pre-Installation
N

This section explains how to prepare to install Velocity 3.6:

Make sure your computers have the required hardware, software,
and firmware, as described in “System Requirements” starting on
page 5.

Connect any other hardware devices, as described in “Connecting
Other Hardware Devices” starting on page 10.

You must enable version 3.5 of the .NET Framework before you
can successfully perform any new installation of Velocity 3.6 on
these newer versions of Windows: Windows 8.1, Windows Server
2008 R2 SP1, Windows Server 2012, or Windows Server 2012
R2. (A Velocity 3.5 system already includes version 3.5 of the
NET Framework, so there should not be an issue if you upgrade
that existing system to Velocity 3.6.)

For more information, see “Enabling the .NET Framework 3.5"
starting on page 23.

If you will be installing the optional Velocity Web Services Client,
you must first install Microsoft's Internet Information Services (lIS),
as described in “Installing IIS to Support the Velocity Web Services
Client” starting on page 34.

Velocity 3.6 provides the option to install the free SQL Server
2014 Express edition. If you wish to use a licensed edition of SQL
Server, you must install it first. For more information, see “SQL
Server Installation” starting on page 42.

System Requirements

Before installing Velocity, make sure your server, workstation, or client
computer meets these requirements.

System Requirements 5
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Hardware Requirements

For Velocity servers (or Data servers):

Intel Xeon® E3-1220 3.10 GHz Turbo Quad Core/4T processor
with 8MB cache (or equivalent)
4GB DDR3 SDRAM (1333MHz)
300GB 15K RPM SAS hard drive
16X DVD+/- RW drive

Mouse

Keyboard

20-inch LCD monitor

1GB video card

Sound card/chip and speakers

1 Ethernet RJ-45 port

For Velocity workstations or clients:

Intel Core i7 Quad Core 3.4GHz processor with8MB cache
(or equivalent)

4GB DDR3 SDRAM (1333MHz)
250GB 6.0Gb/s SATA hard drive
16X DVD+/- RW drive

Mouse

Keyboard

20-inch LCD monitor

1GB video card

Sound card/chip and speakers

1 serial port

1 Ethernet RJ-45 port

Hint:

More RAM, a faster processor, and a faster video card with more
video RAM are recommended and will improve performance for
most applications; it will also help ensure long-term compatibility
with system expansion and upgrades to Velocity, the Windows
operating system, and the SQL Server database.

System Requirements
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These system requirements are our estimation of what will be
required for satisfactory performance; however, your particular needs
may differ or exceed the requirements noted. Your specific needs are
dependent on several factors including number of users on the
system, applications running, connected devices, and level of usage.

Therefore, please follow this general guideline: ensure you have
enough processing power, RAM (including video card RAM), and hard
disk space in your system to adequately address ALL of your
applications and services. Then, going forward, please ensure your
system performance keeps up-to-date with any expanding
requirements.

Software Requirements

Velocity® version 3.6 installation DVD (or equivalent downloaded
files)

Microsoft Windows® operating system, according to the Velocity
role that will be performed by each computer:

Versions of Windows

Computer role: supported by Velocity 3.6:

Velocity Server +  Windows Server 2008 R2 SP1
or Data Server +  Windows Server 2012
«  Windows Server 2012 R2

Velocity standalone  +  Windows Server 2008 R2 SP1

Workstation + Windows Server 2012
+  Windows Server 2012 R2
«  Windows 7 SP1
«  Windows 8.1
Velocity Client +  Windows 7 SP1
«  Windows 8.1

System Requirements 7
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NOTE: Your organization's IT department'’s policies might
determine which versions of the Windows operating system are
available to you.

Microsoft® SQL Server database

Your organization's IT department's policies might determine
whether you can manage your own SQL Server database for
Velocity or must run the Velocity database on an existing SQL
Server managed by IT. For an organization that needed only an
entry-level database, Velocity 3.5 provided the ability to install the
free Microsoft SQL Server 2008 R2 Express edition. Velocity 3.6
provides the ability to install the free Microsoft SQL Server 2014
Express edition (or upgrade to it when upgrading an existing
Velocity 3.5 system).

If you already have SQL Server 2008 R2 SP3, 2012 SP2, or 2014
installed on your server, Velocity detects and uses your full edition
of SQL Server (instead of the SQL Server 2014 Express edition)
for the Velocity database.

NOTE: \elocity 3.6 SP1 does not support SQL Server 7.0, SQL
Server 2000, SQL Server 2005, or MSDE.

Firmware Requirements

To utilize all the features of Velocity 3.6 requires CCM firmware
version 7.5.28 or later.

To utilize the PIV-I/128-bit GUID support (first provided in CCM
firmware version 7.4.58) also requires MATCH?2 firmware version
130127 or later. (ScramblePad model numbers starting with
DS47L-SSP include a MATCH2 board.)

SNIB2 firmware version 5.99 or later. (The most recent version
which is available is 6.42.)

8 System Requirements
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Compatible Versions of Integrations

If you have the Edge EVO Controller Integration or a Video Integration
plug-in installed on your existing Velocity 3.5 system, then you must
obtain the newer version of those integrations which have been
updated to run with the Velocity 3.6 SP1 release. The newer version
must be installed after you have upgraded from Velocity 3.5 to

Velocity 3.6 SP1.

The following table shows the compatible versions of integrations or
optional components for Velocity 3.5 SP2.1 versus 3.6 SP1.

Component:

Compatible version
for Velocity 3.5 SP2.1:

Compatible version
for Velocity 3.6 SP1:

Edge EVO Controller Integration 1.0.1.53 1.0.2.1

Hirsch Video Integration

framework 1.1.1 1.1.3
plug-in for Aventura 1.1.1.12 1.1.3.1
plug-in for unified American 1.1.1.12 1.1.3.4
Dynamics

Velocity Web Services Client 3.5.1.67 3.6.3.5

System Requirements
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After you have satisfied all these system requirements, install your
selected operating system, database, and Velocity, as required by your
facility. Use the following diagram to help you during the installation

For a Velocity 3.6
Server:

For a Velocity 3.6
Standalone
Workstation:

For a Velocity 3.6
Client:

process.
Install Windows Configure Windows Optional: Install
Server 2008 R2 Server 2008 R2 SOL Server
5P, 2012, or 5P, 2012, or 2008 R2 5P3,
2012 R2 2012 R2 2012 5P2, or 2014
Optional: Install
Install Windows Configure Windows SOL Server
7 5P1 oré.d 7 5P1 oré.d Express
2012 or 2014
Install Windows Configure Windows
7 5P1 orgd 7 5P1 orgd
1 1
Install Optional: Install
Start Welocity Veloeity 3.6 - any other Senice  jg—}
' Packs or updates

Connecting Other Hardware Devices

We recommend that before you install Velocity, you connect all the
hardware devices you will need, such as:

video capture card

enrollment station

modem

ccrv

DVR or NVR, and connected cameras
fire alarm subsystem

printers

10

Connecting Other Hardware Devices
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Then load any required printer drivers — particularly for your badge
and report printers. Set the default orientation for the badges you
plan to print. Although it isn't required to do this before you install
Velocity, it can save you time later during the configuration process.

For more information about these topics, refer to the user and
installation guides for each of your devices.

Connecting Other Hardware Devices 11
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Installing the Operating System

5@:

If you will be
installing Velocity

network, please
consult your IT
manager and
dealer before
continuing.

on a shared .

» This section covers the installation and initial configuration of:

Windows Server 2008 R2 SP1, 2012, or 2012 R2 for a server with
multiple clients, or
Windows 7 SP1 or 8.1for clients or standalone workstations.

The installation procedures assume that you are setting up your
Windows operating system on a dedicated security network, because
this is the arrangement most customers traditionally used. However,
some customers need to install Velocity on a shared network. If this is

the case, several of the assumptions made in the following sections
do not apply. In general, use this flowchart to identify your options:

Do you
have a dedicated
securty network?

ez

Consult your dealer and
your IT Administrator

I= the
Velocity server
alzo a domain

controller?

No

Velocity
Server
(with multiple
Clients)

Which
rale forthis
computer? Velocity

Client

Velocity
Standalone
Workstation

Install Windows
Server 2008 R2,
2012, or2012 R2

Install Windows
7 5P1ord.i

Install Windows
7 5P1ord.i

ez
—

Install Windowes Server
(2008 R2, 2012, or
2012R2) and configure
a= a domain controller

Install Windowes Server
(2008 R2, 2012, or
2012R2) and configure
a=a Member server

Y

A=sign a static|P address
for the Velocity Server (or
standalone workstation)

12

Installing the Operating System
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Typically, a computer's operating system will be installed by the
manufacturer, and then configured by your IT department (especially
if the computer will be part of a shared network instead of a
dedicated security network).

NOTE: This manual does not provide detailed instructions for each
supported version of the Windows operating system.

For a server with multiple clients, this manual explains how to
install and configure Windows Server 2008 R2. The procedure
should be very similar for Windows Server 2012 or Windows
Server 2012 R2.

For clients or standalone workstations, this manual briefly explains
how to install Windows 7 or 8.1, which typically only needs to be
configured with an available IP address.

Installing Windows Server 2008 R2

The quickest path to installing Windows Server 2008 R2 is to read the
Quick Start and Getting Started guides that come with the Windows
Server 2008 R2 software, as well as the release notes located in the
root directory of the Windows Server 2008 R2 DVD. Follow the
prompts that appear on the screen during the installation process.

However, Windows Server 2008 R2 is a complex program and
installing it correctly often requires knowledge not only of your
computer, but also of the network it will control. For this reason,
consider preparing yourself for any eventuality by purchasing one of
the many books about Windows Server 2008.

To install Windows Server 2008 R2:

1. Turn on your computer and insert the Windows Server 2008 R2
DVD into your DVD drive.
2. Restart the computer.

To restart the computer, press Ctrl + Alt + Del, or turn it off once
and then turn it on again.

The DVD drive starts.
3. Press any key, booting the computer from the DVD.

The computer boots up and setup loads from the DVD. The
graphic interface appears.

Installing the Operating System 13
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Your computer must be able to boot from the DVD to install the
operating system. The computer boots into the new Windows
boot screen.

After a few moments, the Windows Server 2008 localization
screen appears.

% Install Windowrs

Window§ Serverzoos

Language to

Timve and currency format: English (United States) b |,

Enter your language and other preferences and click "Next™ to cantinue.

Copyiight & 2008 Micrasoft Conporaton. Al aghts reseved.

4. Perform the following operations:

For this question: Do this:

Windows Server Select a value for the Language and for
localization the other options, then click Next.
Install Windows Click Install Now.

Do you want to enter  Click Yes.
your product key?

Type your product Type the product key, then click Next.
key for activation

License Terms Check the “I accept the license terms”
box, then click Next.

14
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For this question:

Do this:

Which type of
installation do you
want?

Select Custom (Advanced).

Where do you want
to install Windows?

Click to select the first disk (which is
usually Disk 0), then click Next.

Installing Windows

This could take 20 minutes or more.

After this task is finished, the installer
automatically reboots the computer and
the new desktop appears.

User's password
must be changed.

Click OK.

Password

Enter and confirm a new password,
then click OK.

Note: Passwords must have at least eight
alphanumeric characters. At least
one of these must be a number, and
the others must be a combination of
uppercase and lowercase letters.

Your password has
been changed

Click OK.

Installing the Operating System
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The first time you log onto the computer, Windows creates your
profile and prepares your desktop. After this is complete, your
desktop will load and the Initial Configuration Tasks

wizard appears:

ﬁ Perform the folowng tasks to configure this server

-o- Provide Computer Information

T\ Actvate indows
“ Sat tiwe e
§' Configurs petwodking

W Frovide compuer name and doman

Workgroup:
a Update This Server
82, Erebie sutomatc updsting srd fesdback Updates:
Fredback:

-f.' Dowrdoad and instal updates

&) Customize This Server

Product 10

Time Fome:

Local Area Connection:  1Pvd sddeia assgned by DHCP. IPvf enatded

Full Computer Mame:

Checked for Updates:
Installed Updates:

T sedries Rales: Nane
r‘_‘a Ao feabums. Features: [
C‘ Enabie Remote Deskton Remate Desktop: Dusaid
[l Corfigure Windows Frewal — P O

Print, e-mai, o gave this réomsation

™ Do ot show thes windaw at logen
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Use the Initial Configuration Tasks wizard to provide various
information such as time zone, network configuration, and
computer name. Be sure to perform these important

configuration tasks:

To: Do this:

v

,(\L/‘,

Velocity 3.6 servers
and workstations
require static IP
addresses, to
communicate with
the DIGI*TRAC
controllers.

Set IP Address 1.
2.

3.

Click Configure Networking.

Click the icon representing your network
card.

Click Change Settings of this
connection.

Click to highlight ‘Internet Protocol
Version 4', then click Properties.

Click the ‘Use the following IP Address’
radio button.

Type in the appropriate IP address and
subnet mask, then click OK.

Click Close.

Click % in the upper right hand corner to
close the window and return to the Initial
Configuration Tasks wizard.

Change the 1
computer name
2.
3.
4.
5

. Click Provide Computer Name and
Domain.

Click the Change button.

In the ‘Computer Name' text box, enter an
approprlate computer name.

An example of a computer name is
VELOCITYSERVER. (The computer
name must be 15 characters or less.)

Click OK twice, then dlick Close.
Click Restart Now.

The computer reboots, and returns to the
Initial Configuration Tasks wizard (after you

login).

Installing the Operating System
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To:

Do this:

NP
:@:

Velocity 3.6 cannot
recognize this
computer as a
domain controller
without installation
of these Active
Directory domain
services.

Add Active
Directory & DNS

1. Click Add Roles.

N

Click Next.

Click Active Directory Domain
Services.

Click Add Required Features.
Make sure the ‘Active Directory Domain
Services' box is checked.

Click Next twice.

Click Install.

The wizard installs the necessary
Active Directory files. This could take a
few minutes.

Click Close.
Click the Windows PowerShell icon on the

task bar: [ gy .

The PowerShell screen appears.
Type dcpromo.exe and press Enter.

The Active Directory Domain Services
Installation wizard appears.

. Click Next twice.

Click the ‘Create a new domain in a new
forest’ radio button, then click Next.

At the 'FQDN of the forest root domain’
text box, enter the fully qualified domain
name of this server, and then click Next.
Accept the default NetBIOS name by
clicking Next.

. At the ‘Forest functional level’ pick list,

select Windows 2008 R2, then click
Next.

Make sure the ‘DNS server’ box is
checked, then click Next.

Click Yes.

Click Next.

18
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To: Do this:

19. Type the desired password in the
‘Password’ and ‘Confirm Password’ text
boxes, and then click Next twice.

The domain services are installed and
configured. This could take a few
moments.

20. Click Finish, then click Restart Now.

The computer reboots. When Windows returns, a screen like this
appears:

Press CTRL + ALT + DELETE to log on

% Windows Server 2008
Enterprise

6. Press CTRL + ALT + DEL to log in.
The login screen appears.
7. Enter your password, then click OK.

The Windows desktop now appears.

If you are allowed to connect your computer to the
Internet, we recommend that you install all relevant
Windows updates at this time. Go to the Microsoft
website, download all applicable updates, and then
install them as required.

Installing the Operating System 19
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Enabling Network Discovery

Before installing Velocity on a client PC, you must enable network
discovery on your server. This will enable your Velocity Clients to find
and communicate with the Velocity Server.

To enable Network Discovery:

1. In Control Panel, open Network and Internet, click Network
and Sharing Center, and then click Change advanced
sharing settings.

2. Under the domain Network Discovery options, click Turn on
network discovery.

3. Click Save Changes.

4. Make sure that the following Windows services are started (and
their Startup Type is set to Automatic):
* DNS Client
* Function Discovery Resource Publication
» SSDP Discovery
* UPnP Device Host

Appropriate ports must also be open on the Windows
firewall to allow network discovery to take place. For
more about this, refer to “Configuring Your Firewalls”
starting on page 113.

Installing Windows 7 SP1 or Windows 8.1

You can use either Windows 7 SP1 or Windows 8.1 for performing
either Velocity's client or standalone workstation role.

The quickest path to installing the Windows 7 or Windows 8.1
operating system is to read the Quick Start and Getting Started
guides that come with the Windows package, as well as the release
notes located in the root directory of the Windows DVD.

1. Follow the installation instructions provided by Microsoft.

20
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2. After you have installed the operating system, you must specify
the TCP/IP address for this computer, which includes the subnet
mask and default gateway of the LAN on which the Velocity
server resides.

& Local Area Connection Properties Zx

General | Authentication | Advanced

Connect using

‘ B8 Linksys LNE100TX Fast Ethemet AdapterLNE100T v4] ‘

This connection uses the following items

[ Clientt for Microsal
4= Fils snd Printer Sharing fo
421 0105 Packet Scheduler

i

Microsoft Networks

i
0

W Intemet Protocol [TCPAP] Select Internet Protocol (TCP/IP)...
\\\

Desciiption . .

Allowes yoLr computer to 3CCess 1esources on a Microsoft .. then click the Proper’[les button.

networl

[ $haw icon in notification area when connected

Internet Protacal (TCP/IP) Properties Elg‘

General | Alemate Configuration

You can get IF sellings assigned automatically if your network supparts
this capability. Othervise, you need ta ask your netwark adriristratar for
the appropriate IP seltings
[ORILZIETY: sl
(23 Use the following IF address,

I
I

] Enter any needed values
(for 1P address, Subnet

() Obtain DINS server address automaticaly mask, Default gateway,
(O Use the following DNS server addresses and DNS servers).

For information about which address and other values to specify,
consult your IT supervisor.

3. Windows 7 also requires the installation of Service Pack 1, which
you can obtain from the Microsoft Download Center and install
on this computer.
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4. After the reboot is completed, return to the Windows desktop.

=
This is a good time to install your video, audio, and

device drivers for this workstation or client, and to
configure them. These drivers are usually contained on
a Drivers and Utilities CD that comes with your system.

Turning Off the Windows Firewall

After you have installed the version of Windows you require, you
must temporarily turn off the Windows Firewall before continuing with
a Velocity Client/Server installation. (This is not necessary for a
Velocity standalone Workstation installation.)

This is necessary because there are times during the course of
installing SQL Server or Velocity 3.6, when the firewall may conflict
with various installation steps. To avoid a conflict condition, do this:
1. From Windows desktop, select Start » Control Panel.

The Control Panel appears.
2. Select Security Center.

The Security Center appears.
3. Turn off the Firewall.
You will turn the Firewall back on after you have finished installing

Velocity 3.6 and opened the appropriate ports. For more about this,
refer to “Configuring Your Firewalls” on page 113.
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Enabling the .NET Framework 3.5

Microsoft's .NET Framework provides common functionality for many
applications running on the various versions and editions of the
Windows operating system. Any new version of Windows includes
the most recent version of the .NET Framework, and traditionally
Microsoft provided a mechanism for an application which required a
previous version of the .NET Framework to programmatically install
that version during the application's installation process.

But that installation mechanism is no longer available in recent
versions of Windows, starting with Windows 8 and Windows Server
2008 R2. Instead, you must enable older versions of the .NET
Framework (as a client feature or a server role) so it can be installed
through the Windows Update mechanism, which requires an Internet
connection.

A Velocity 3.5 system already includes version 3.5 of the .NET
Framework, so there should not be an issue if you upgrade that
existing system to Velocity 3.6. There also should not be an issue if
you perform a new installation of a Velocity 3.6 Client or standalone
Workstation on Windows 7 SP1.

But you will have to enable version 3.5 of the .NET Framework before
you can successfully perform any new installation of Velocity 3.6 on
these newer versions of Windows:

Windows 8.1

Windows Server 2008 R2 SP1
Windows Server 2012
Windows Server 2012 R2

Enabling the .NET Framework 3.5 23



Velocity Version 3.6 SP1 Installation Guide

If version 3.5 of the .NET Framework has not been enabled, the
Velocity 3.6 installation will fail and an error dialog like the following

will be displayed:
Velocity Installer -

Installation cannot continue. You must use the 'Add Features Wizard' in
'Server Manager' to add the ".NET Framework Features'. For further
details see the Velocity Installation Guide.

[_ox

Note that the procedure for enabling version 3.5 of the .NET
Framework varies depending on the version of Windows, so make
sure you are performing the correct procedure for each computer
where you are installing Velocity 3.6.

Enabling the .NET Framework 3.5 on Windows 8.1

1. Open the Windows Control Panel, click on the Programs item,
and then click on Turn Windows features on or off under
Programs and Features.

2. Select the .NET Framework 3.5 (includes .NET 2.0 and 3.0)
option, and click OK. (You do not need to select the child items
for "Windows Communication Foundation (WCF) HTTP
activation".)

3. If prompted to do so, restart your computer.

24
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Enabling the .NET Framework 3.5 on Windows
Server 2008 R2

Microsoft's .NET Framework 3.5 SP1 comes with Windows Server

2008 R2, but it has to be added as a Feature through the Server
Manager.

1. From the Windows desktop, right-click on the Computer icon
and choose Manage from the pop-up menu.

2. In the left pane of the resulting Server Manager window, click on
Features.

3. In the right pane, click on Add Features.

e
Dle  fcton  Pew fHebo
e A1 el 7
o e
% B> Ades
i Fesses
= JmOsgonzcs L wee the 3ok of feadres ratshed on b sene o 034 o revene feetires
il cantguranon E
B2 Zorege
“ beatures Summary B teetres srwmaey ree
~ Featurex ©of 42 retsled B A e
M Feoe Feairn
4 3|3 cant Ratrenh: Tocey ot 78 A4 Configure refrush
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On the Select Features page of the resulting Add Features Wizard,
expand the “.NET Framework 3.5.1 Features” item (in the
central pane), select the “.NET Framework 3.5.1" feature, and
click Next.

NI =loix|
Fle aon Vew Wb
X 31 folll ]
RTINS .ot 1 catures Wieard zj_
= > roe =
Peaturen
« gm Degemtes - Select Features
= o Contguranon &
= P4 surage
[ recre T e
Corfrraten Eparres: Descrgtion:
Projges = B €T Pravesork 1.5 | Peatures | e r Y
Zratn =2 3.5 AFLS with rew
5 WCF Altheten tededi oy s for Dadten) ROWabYS
- BAODr ound [reeboent Trwefer Service (5] et oseadeg e intef K,
Detocker Orive Dnopptan protect jeur customany perszesl
—— emty rforvatiay, eratie sesvians
Comeiton Merage Adrmbatn Bt ::m‘mlm?d:‘w:d
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5. On the resulting Confirmation page, click the Install button.

Progress messages are displayed on the resulting Progress page.
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6. After the Installation Results page appears, verify that the
installation succeeded, and click Close.

B cevermamager =lglx
He AN Vew HeD
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T e v 0 D ||
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- 3 Feotser
5 g Dagroncs j.- Installation Results
W @l Corfgraten & v
3 P8 g

Feures

Tre folcairg roled, ol saracet, o frabres vare nutalind eccacet by
Combraaton

I 1 wameng resiage below
Mrogen tes
[ Ress ] £, PNIes SteRatC DAY 5 101 Sratied T 16 A1 o rewhraialed cie o ferlre 5 s
ssoreicaly wpdeted, s on 'Windosa Updes n Conirol Parel. xp
o T Framework 15,1 Festures @ trstailaten succeeded e Aprcts
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7. If prompted to do so, restart your computer.

Enabling the .NET Framework 3.5 on Windows
Server 2012

Like Windows Server 2008 R2, Windows Server 2012 requires you to
add the .NET Framework 3.5 SP1 as a Feature through the Server
Manager. The following procedure explains how to do this using the
Server Manager's Dashboard. (The procedure should be similar for
Windows Server 2012 R2.)

1. Open the Server Manager, using its icon on the Windows taskbar.
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2. In the left pane of the Server Manager window, click on
Dashboard, and in the right pane, click on (2) Add roles and
features.

i Dashboard WELCOME TO SERVER MANAGER

Server Manager

Server Manager * Dashboard

Local Server

All Servers o L PP = T
Configure this local serve

File and Storage Services P -

ns

wWDS Add |

WHAT'S NEW

LEARN MORE
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3. On the “Select installation type” page of the resulting Add
Features Wizard, select the Role-based or feature-based
installation option, and click Next.

Select installation type

Server Selection

O R Convi

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

[ <revious | [“hen> "]

DESTINATION SIRVIR

Before You Beqin Select the installation type. You can install roles and features on a running physical computer or virtual
= machine, of on an offline virtual hard disk (VHD).

7 Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or sesmon-based desktap deployment.

Enabling the .NET Framework 3.5
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4. On the resulting “Select destination server” page, select the
computer where you will be installing this software feature, and
click Next.

OESTINATION SIRVIR

Select destination server

Before You Begin Sedect 3 server or 3 virtual hard disk on which to install roles and features.

Instailavon Typa ®{Selects cever from theserverpeol
) Select a virtual hard disk

Server Roles Server Pool
Features
Fittar:
Name 1P Address Operating System

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
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5. On the resulting “Select server roles” page, just click Next.

e
DESTINATION SERVIR

Select server roles

Before You Begin Select one or more roles 1o install on the selected server.

Installation Type Roles Description

Server Selection al indows rvices
il [pesroscess e poisedts

[ Active Directory Domain Senvices of rapidly and remotely deploying
Featres [ Active Directory Federation Services Windows operating systems to
computers over the network

[[] Active Directory Lightweight Directary Senvices
[ Active Directory Rights Management Services
[] Applcation Server

[ OHCP Server

[ oNs Server

[ Fax Server

[®] File And Storage Services (installed)

[0 Hyper-v

[ Metwork Policy and Access Services L
[] Print and Document Services

[J Remote Access

[ Remote Desktop Senvices
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6. On the resulting “Select features” page, expand the .NET
Framework 3.5 Features item (in the central pane), select it
and the subordinate .NET Framework 3.5 (includes .NET 2.0
and 3.0) item, and click Next.

Select features

Before You Begin
Installation Type Features

Server Selection
4 [ NET Framework 3.5 Festures

[v (3
[] HTTP Activation
[ Nea-HTTP Activation

® NET Framework 4.5 Features

Server Roles

Confirmation

Framework 1.5

B Background Intelligent Tr
[} Batlocker Drive Encryption
[ BatLocker Network Unlock
[] BranchCache

[ Chent for NFS

[ Data Center Brdging

[ Enhanced Stcrage

[ Fadower Clustering

[ Growp Policy Management

Select one or more features to install on the selected server.

S (inchudes NET 2.0

DESTINATION SIRVIR

Description

- NET Framework 3.5 combines the
power of the NET Framework 2.0
APis with new technologies for

L building applcations that offer
appesling user interfaces, protect
your customers’ personal identity
NN information, enable scamiess and

BITS | secure communication, and provide

the ability to model a range of
business processes.

L<] -
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7. On the resulting “Confirm installation selections” page, review
your choices (and if necessary click on the link to Specify an
alternate source path), and click Install.

Confirm installation selections soncion

i‘, Do you need to specify an alternate source path? One or more installation selections sre missing source fles on the destinati... x l

Before You Bagin To install the folkrming rokes, role services, or features on selected server, click Install

Installation Typs [T Restart the destnation server sutomatically # required T
Server Selaction Optional festures (such a5 administration tools) might be displayed on this page because they have
Sarver Roles been selected automatically. If you do not want to install these optional features, click Previous to clesr
ST o their check boxes.

Features

I

NET Framework 3.5 (includes .NET 20 and 3.0)

Export configuration settings
Specify an alternate source path

Note that if you don't have the source files locally, the installer will
attempt to download them from Windows Updates servers.
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Installing IS to Support the Velocity Web
Services Client

Starting with the Velocity 3.5 SP2 release, there is a new optional
browser-based Velocity Web Services Client that supercedes the
previous optional Velocity Web Console (provided in earlier releases
of Velocity 3.5). A major advantage of the new Velocity Web Services
Client (compared to the previous Velocity Web Console) is that it
uses the same Velocity database.

Note that the browser-based Velocity Web Services Client provides
access to just a limited subset of Velocity's functionality; only the
traditional Windows-based Velocity Client provides access to all of
Velocity's extensive functionality.

Before you can install and use the Velocity Web Services Client, you
must first install Microsoft's Internet Information Services (IIS) on the
same computer where the Velocity Server (or Velocity standalone
workstation) is installed.

The Velocity Web Services Client is an optional feature. If
your organization is not comfortable providing remote
access to your access control system, do not install IIS or
the Velocity Web Services Client.

System Requirements for the Velocity Web
Services Client

The Velocity Web Services Client requires the following components:

A physical access control system with various hardware
components controlled by the Velocity security management
system software (version 3.5 SP2 or later)

The optional Velocity Web Services Client component for your
Velocity Server, which can be installed either as part of a full
Velocity (version 3.5 SP2 or later) installation, or installed
separately later

34
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A Web server running Microsoft's Internet Information Services
(11S) (version 6.0 or later), which must be installed on the same
computer where the Velocity Server is installed (or will be
installed)

A personal computer, tablet computer, or smartphone running a
relatively current Web browser such as Google's Chrome (version
39.0 or later), Microsoft's Internet Explorer (version 11 or later), or
Apple's Safari (version 6.2 or later). We recommend using
Google's Chrome browser.

Note that when we use the term “Velocity Server’, we are using it in
the general sense to also include a Velocity standalone Workstation
(which includes the Server component). This means that IIS could
be installed on various versions of the Microsoft Windows operating
system, depending on which of the supported versions you are
running for your Velocity Server or Velocity standalone Workstation.
For information about which versions of Windows are supported by
Velocity (for the computer roles of Server, standalone Workstation, or
Client), see the table on page 2.

Note that this document explains how to install IIS on either
Windows 7 or Windows Server 2008. The installation for

Windows 8.1 should be similar to that for Windows 7, and the
installation for newer versions of Windows Server should be similar to
that for Windows Server 2008.

To install 1IS on Windows 7:

1. From your Windows 7 Start menu, launch Control Panel.

2. If you are viewing by Category: click the Programs link, and then
click the ‘Turn Windows Features on or off’ link (in the
Programs and Features category).

If you are viewing by Small Icons or Large Icons: click Programs
and Features, and then click the ‘Turn Windows Features on
or off link (in the left pane).

3. In the resulting Windows Features dialog, expand the Internet
Information Services folder to reveal the available options.
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4. Check the options highlighted in the boxes below, and click OK.
r Windows Features @Eﬂw

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its check box.
A filled box means that only part of the feature is turned on.

. Internet Explorer 9 )
= [H] |, Internet Information Services

@[]}, FTP Server

= [@ |, Web Management Tools
=[] ). 156 Management Compatibility

[¥1 ), 0S6 Management Console

[¥1 ), IS6 Scripting Tools

[¥] J. 1S6 WMI Compatibility

[¥] )}, TS Metabase and IS 6 configuration compatibility
[¥] |, 1S Management Console
[]J. OS Management Scripts and Tools
[1 ). TS Management Service
= [W] J. World Wide Web Services

= @ |, Application Development Features

[¥] J. .NET Extensibility

[ . AsP

Fl cat

[¥] |, ISAPI Extensions
[¥] |, ISAPIFilters

[71 ). Server-Side Includes
= [@ |, Common HTTP Features
[¥] |, Default Document
[¥] . Directory Browsing
[V] |, HTTP Errors
1. HTTP Redirection
[EZIM static Content
1), WebDAV Publishing
[H] |, Health and Diagnostics
= @ | Performance Features
[] |. Dynamic Content Compression
| || Static Content Compressionl
[ | Security
[7] J. Internet Information Services Hostable Web Core -

[ ok ][ cancel |

L5 !

A progress dialog informs you that Windows is making the
requested feature changes. When Windows has finished making
the changes, it closes the progress dialog and the Windows
Features dialog.

5. Close the Control Panel.
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After IIS has been installed, you can choose to install the Velocity Web
Services Client during a Velocity server or workstation installation. If
you choose not to enable the Velocity Web Services Client at that
time, you can run the vwc2install.exe file later to install the Velocity
Web Services Client after Velocity has been installed. (This file is
located in the folder where you installed Velocity. For an upgrade of
an existing Velocity 3.5 system, the default folder is C:\Program Files
(x86)\Hirsch Electronics\Velocity. For a new installation of Velocity
3.6, the default folder is C:\Program Files (x86)\Identiv\Velocity.)

To install 1IS on Windows Server 2008:

1.

2.

From your Windows Server 2008 Start menu, launch Control

Panel.

If you are viewing by Category: click the ‘Turn Windows

Features on or off' link (at the bottom of the left column).

If you are viewing by Small Icons or Large Icons: click Programs

and Features, and then click the ‘Turn Windows Features on

or off link (in the left pane).

In the resulting Server Manager window, click the Features item

(in the left pane), and then click the Add Features link.

In the resulting Add Features Wizard, scroll down and check the

‘SMTP Server' box.

In the resulting dialog that asks ‘Add role services and features

required for SMTP Server?, click the Add Required Role

Services button.

In the Add Features Wizard, click Next.

On the Web Server (IIS) page of the Add Features Wizard, click

Next.

If necessary, on the Select Role Services page of the Add Features

Wizard, expand the Web Server folder and the Management

Tools folder to display the available options.

Under Web Server, select these options:

 the Common HTTP Features option of Static Content

* the Application Development option of ASP.NET. (If you
receive a dialog that asks ‘Add role services required for
ASP.NET?, click the Add Required Role Services button.)

* the Performance option of Static Content Compression
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10. Scroll down, and under Management Tools, select these options:

11.

x

* 1IS Management Console

* 1IS 6 Metabase Compatibility

* 1IS 6 WMI Compatibility

* IS 6 Scripting Tools

* 1IS 6 Management Console

Verify that you have selected all the options highlighted in the
boxes below, then click Next.

=

o

Features

Web Server (II5)

Select Role Services

Select the role services to install for Web Server (IIS):
Role services:

Confirmation
Progress

Results

= & web server
= |E] common HTTP Features
/| Default Document
IZ Directory Browsing
IZ HTTP Errors
[ ] HTTP Redirection
[ ] webDaAV Publishing

Description:

ASP.NET provides aserver side object
oriented programming environment
forbuilding Web sites and Web
applications usingmanaged cade.
ASP.NET is not simply a new version
of ASP. Having been entirely re-
architected to provide a highly
productive pragramming experience
based on the .NET Framewark,
ASP.NET provides arobust
infrastructurefor building web

Results

= |d] Application Development
applications.
| \MET Extensibility

] asp

[] car

[#/] 1SAPI Extensions

[#] 15AP1 Filters

|| server Side Indudes -

B [ performance

’Z Static Content Compression

Dynamic Content Compression

= |E Management Tools
IZ 115 Management Consale
115 Management Scripts and Tools

Management Service
2 |[¥] 115 6 Management Compatibility

[/] 115 & Metabase Compatibility
[¥] 115 & WMI Compatibility
[] 115 & Scripting Tools
IZ IIS 6 Management C
= [] FTP Server
l: FTP Service
[] FTP Extensibiity
[] 15 Hostable Web Core

More about role services

Inmstall Cancel

< Previous | Next > I

38

Installing IS to Support the Velocity Web Services Client



MANO004-1115

12. On the Confirm Installation Selections page of the Add Features
Wizard, click Install.

On the Installation Progress page of the Add Features Wizard,
progress messages are displayed until the installation is
complete.

13. On the Installation Results page of the Add Features Wizard, verify
that the installation succeeded, and click Close.

14. In the Server Manager window, verify that the Web Server (l1S)
role was installed. You can then close the Server Manager
window and the Control Panel.

After IIS has been installed, you can choose to install the Velocity Web
Services Client during a Velocity server or workstation installation. If
you choose not to enable the Velocity Web Services Client at that
time, you can run the vwc2install.exe file later to install the Velocity
Web Services Client after Velocity has been installed. (This file is
located in the folder where you installed Velocity. For an upgrade of
an existing Velocity 3.5 system, the default folder is C:\Program Files
(x86)\Hirsch Electronics\Velocity. For a new installation of Velocity
3.6, the default folder is C:\Program Files (x86)\Identiv\Velocity.)
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11S Options for the Velocity Web Services Client
on Windows Server 2012 R2

The procedure for installing 11S on Windows Server 2012 R2 is very
similar to the procedure for installing 1S on Windows Server 2008,
with the primary difference being which set of role services must be
selected.

On Windows Server 2012 R2, verify that you have selected all of the
following options:

Web Server (1IS) » Web Server » Common HTTP
Features »> Static Content

Web Server (IIS) » Web Server » Performance »
Static Content Compression

Web Server (1IS) » Web Server » Application
Development » ASP.NET 3.5

Web Server (IIS) » Web Server » Application
Development » ASP.NET 4.5

Web Server (1IS) » Management Tools »

11S Management Console

Web Server (1IS) » Management Tools »

1IS 6 Management Compatibility

Web Server (1IS) » Management Tools »

IIS 6 Management Compatibility » 11S 6 Metabase
Compatibility

Web Server (1IS) » Management Tools »

IS 6 Management Compatibility » 1IS 6 Management
Console

Web Server (1IS) » Management Tools »

IIS 6 Management Compatibility » 11S 6 Scripting Tools
Web Server (1IS) » Management Tools »

IS 6 Management Compatibility » 11S 6 WMI
Compatibility
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These options are highlighted in the following screen captures, by
being enclosed in green boxes.

Select server roles

Before You Begin

Installation Type

Server Selection

Features

Confirmation

Select one or more roles to install on the selected server.

Roles

DESTINATION SERVER
B e ]

Description

[[] Remote Desktop Services
[ Volume Activation Services

4 [H] Web Server (12 of 34 installed)

4 [H] Common HTTP Features {4 of 6 installed)
Default Document (Installed)
Directory Browsing (Installed)
HTTP Errors (Installed)
[ HTTP Redirection
[] WebDAV Publishing
i [H] Health and Diagnostics (1 of 6 installed)
4 Performance

[] Dynamic Content Compression

b P seauiy 1 of installed__

b [B] Security (1 of @ installed)

4 [H] Application Development (6 of 11 installed)
NET Extensibility 3.5 (Installed)

NET Extensibility 4.5 (Installed)

[] Application Initialization

[ ase

ISAPI Extensions (Installed)
ISAPI Filters (Installed)
[] Server Side Includes
[ WebSocket Protocal
b [ FTP Server
4 [H] Management Tools (5 of 7 installed)

IS Management Console (Installed)

1IS 6 Management Compatibility (Installed]
IS 6 Metabase Compatibility (Installed)
1IS 6 Management Console (Installed)

IIS & Scripting Tools (Installed)
115 6 WMI Compatibility (Installed)

[] 1S Management Scripts and Tosls

[ Management Service
[] Windows Deployment Services

[ Windows Server Essentials Experience

[>

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

[] Windows Server Update Services

v

< Previous | [

Net> | [ nstal | [ Cancel
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SQL Server Installation

You can use the free SQL Server 2014 Express edition which can be
installed automatically with Velocity 3.6. Before you decide to do so,
refer to the next section which describes the limitations inherent in
SQL Server 2014 Express.

If the Express edition is not adequate for your needs, you can install
and use a licensed edition of a supported version (2008 R2 SP3,
2012 SP2, or 2014) of SQL Server. For example, see “Installing SQL
Server 2008 R2" starting on page 42.

Limitations of SQL Server 2014 Express

SQL Server 2014 Express has some limitations; however, they are
reasonable. The basic limitations are:

1 GB of RAM.

SQL Server 2014 Express uses a maximum of 1 GB of RAM, even
if more RAM is available.

10 GB per database.

Each database can be a maximum of 10 GB in size.

1 CPU (including multiple cores).

SQL Server 2014 Express only uses one CPU, even on a
multi-processor computer.

Basic reporting services.

Installing SQL Server 2008 R2

As an example of installing a licensed edition of SQL Server, here are
the installation instructions for SQL Server 2008 R2.

To install SQL Server 2008 R2:

1.

Insert the SQL Server 2008 R2 Installation DVD into your DVD
drive.

If your computer is set to auto-start, the installation program
should begin automatically. If it doesn't, open Windows Explorer
and navigate to the inserted DVD's root directory and select
setup.exe.
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2. Follow this procedure:

From: Do this:

Program Click Run Program.

Compatibility

SQL Server Click Installation in the left pane.

Installation Center

Click the New installation... option in
the right pane.

Product Key

Enter your product key and click Next.

License Terms

Check 'l accept..! and click Next.

Setup Support Files

Click OK. The Setup Support files are
installed.

Setup Support Rules

Click Next.

Feature Selection

Select:

+ Database Engine Services

+ Client Tools Connectivity

+ Client Tools Backward Compatibility
+ SQL Server Books Online

+ Management Tools — Basic

*  Management Tools — Complete

Click Next.

Instance
Configuration

Enter the SQL Server network name. This
is the name that will be available on the
network for the clients. This varies
depending on whether you select the
default or a named instance. (By default,
the instance name is Hirsch. Both the
default instance name and instance 1D
are set as MSSQLSERVER. To use a
non-default instance ID, select the
‘Instance ID’ box and specify a value.)

Click Next continue to with the
installation.

SQL Server Installation
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From:

Do this:

Disk Space
Requirement

Make sure you have enough space on
your local disks to install SQL Server
2008 R2, then click Next.

If you need help,
consult your IT
department.

Server Configuration

Click ‘Use the Same Account For All
Server Services'.

In the ‘Use the Same Account For All
Server Services' dialog bo, click on the
Browse button. The ‘Select User,
Computer or Group’ window appears.

In the ‘Enter the object name to select’
text box, type the name of a Windows
user. For example: Administrator.

Click the Check Names button. The user
name is displayed in the ‘Enter the object
name to select’ box. Click OK to return to
the ‘Use the Same Account For All Server
Services' dialog box. The Domain
Name\Administrator is displayed in
the ‘Account Name' drop-down box.

In the Password text box, enter the
password. Click OK to continue.

Select Automatic as the ‘Startup type' to
start the SQL Server Browser Service.

Click Next to continue.

Installation
Configuration Rule

Click Next.

Ready to Install

Click Install.

Installation Progress

The installer proceeds to install SQL
Server. This could take more than 15
minutes.

When it is finished, click Next.

Complete

Click Finish.
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You are returned to the Windows Server desktop.

3. If necessary, download and install the latest SQL Server 2008 R2
service pack.
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Installation
N

This section explains how to install Velocity according to the role that
will be performed by a particular computer:

Data Server (starting on page 51)

Velocity Server (starting on page 60)

Velocity standalone Workstation (starting on page 72)
Velocity Client (starting on page 82)

It also explains how to upgrade an existing Velocity 3.5 system to
Velocity 3.6 (instead of installing a new Velocity system). For more
information about this option, see “Upgrading Velocity” starting on
page 94.
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Velocity Installation

Follow the instructions below to install Velocity 3.6.

If you already have Velocity 3.5 installed on your
computers and want to upgrade it to Velocity 3.6, refer
to “Upgrading Velocity” starting on page 94.

The Velocity Installation Process

Besides providing the ability to upgrade a Velocity 3.5 installation to
3.6, the Velocity Installer provides installation options for the Server,
Data, standalone Workstation, and Client roles. These options enable
you to implement access control systems with varying degrees of
complexity, to suit a variety of needs:

If you have a small facility that only requires one client (or you are
setting up a test system), you only need a single installation of
Velocity on a standalone Workstation.

If you have a larger facility that requires multiple clients, you need
to first install a Velocity Server, and then install the Velocity Clients.

If you wish to use a separate computer for the Velocity database,
you need to first install a full edition of a supported version of SQL
Server on that computer, and then choose the Data installation
option (on the Install Options screen during the Velocity 3.6
installation process) to install the Velocity database on that
computer. Next you can install a Velocity Server, and then install
the Velocity Clients. (Make sure that the SQL Server Browser
service is running, so the Velocity Server and Velocity Client
installations can locate the separate database server.)
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The following diagrams illustrate the Velocity installation process:

Insert Velocity
Installation DVD

Welcome

Velocity EULA

Installation
Exited

Installer
detects Velocity
357

Don't Perform
Installation

Install Options
for Upgrade

Upgrade to
Velocty 3.6

parade {5
SQL Server2014
Express?

No

Database
Select an option Install Options Upgrade and
Migration
l l ¢ l Ho elodity Web’
‘ Server I ‘ Workstation I | Data J | Client J Services Client
Web Services.
Options
Installation
Finished
Applicaton
Network and
Security
Installation
Complete
System
Inspection
Application
(P mgress)
SQL Server
Options
Velocity Web
Services Client
Installer
Install SQL No
Server 2014 es.
E xpress?
Velogty
Web Services
Yes Selected?
Database Application Frerauiste Installing
atfiering Prerequisiies
(Location} (Location} Complete €q
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Prerequisites for SQL Server Express:

SQL Server SQL Server 2012
Natve Client Native Client
Setup Wizard Setup Wizard

NET Framewaork

Instaliation

NET
Framework 4.0

4 Setup Installed?
Velocity Client installation:
Sysem Application Prerequisits All Yes Application Instaliation
Gathering Prereguisites
Inspection (Location) Complete nstalled?, (Progress} Complete:
Mo
Installing Installation
Prerequisites Finished
Velocity Data installation:
Attach . . Application P rerequisite
Database mSy:;rlnm S%Lﬁ;‘r;er ’V‘eg %;T;ES Network and Gathering
Wizard <P P o Security Complete
Installation Installation Installing No Pmez“'l'”s“es
Finished Complete Prerequisites S alled?
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Performing a Velocity Data Installation

If you need to use a separate computer for the Velocity database, you
must first install a licensed edition of a supported version of SQL
Server on that computer, and then choose the Data installation
option (on the Install Options screen during the Velocity 3.6
installation process) to install the Velocity database on that computer.

NOTE: The Data server installation must be performed on the
computer where you want the Velocity database installed, because
the Velocity Installer cannot recognize a remote computer during this
installation.

1. Make sure you are logged onto Windows as an administrator.
2. Run the Setup.exe file for the Velocity 3.6 installation:

« If you have a Velocity 3.6 installation DVD, insert it into your
DVD drive, and the auto-start feature should automatically
start the Velocity Installer.

« If you downloaded the files to install Velocity 3.6, use
Windows Explorer to navigate to the folder containing those
files, and double-click on Setup.exe.
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3. After the Velocity Installer's Welcome (or splash) screen appears,
click Next.

B ENTIV uTrust Velocity

Velocity 3.6

This wizard will guide you through the steps necessary to install and
configure your new Velocity 3.6 system.

To begin the installation process, click Next'.
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4. On the resulting End-User License Agreement page, select the
“l agree to the terms in the License Agreement” option, and
click Next.

[ Velocity Installer —

End-User License Agreement

Pleasze read and agree to the following

EMD-USER LICENSE AGREEMENT
LICENSE FOR IDENTIV VELOCITY SOFTWARE

IMPORTAMNT-READ CAREFULLY: This End-User License Agreement ("EULA") is a legal
agreement between you (either an individual or a single entity) and Identiv

for the Identiv software product identified above, which indudes computer
software

and may indude assodated media, printed materials, and “online” or electronic

Frint |

{” 1agree to the terms in the License Agreement.

{~ Idonot accept the License Agreement. {Exit Setup}

Help | < Back Mext =
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5. On the Install Options screen, select the Data option, then click

Next.
Velocity Installer 2
Install Options .
Select the role of this computer E:E

Server will be installed in addition to the dient application.
SQL Server location: | Install SQL 2014 Express j

Se ﬁ & This computer will be used as a Velodty Server. Velocity services and SQL |
rver

o~ This computer will be used as a Velodity Client. Only the dient application

Client will be installed to connect to your Velodity Server.
Velodity Server location: | J
SQL Server location: | J J
Data Lj " This computer will be used as a remote SQL Server (attach database only)
Workstation
g -

Help < Back | Mext = | Cancel |

6. On the resulting Welcome page of the Attach Database wizard,

click Next.

NOTE: The Attach Database wizard is tightly integrated with the
Velocity Installer, so its pages appear within the Velocity Installer
window.

On the resulting End User License Agreement page of the Attach
Database wizard, select the | Agree... option, then click Next.

On the resulting System Inspection screen, click Next (after that
button is enabled).
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9. On the resulting SQL Server Options screen, select the existing
SQL Server instance that you will be using to manage the Velocity
database, then click Next.

Velocity Installer

SQL Server Options
The following SQL Server instances have been detected. E

FPlease select a SQL Server instance from the list below.

WIN-POQFLZE2YANADENTIY LI

Location:
C:\Program Files\Microsoft SOL Server\MSSQLT2 IDENTIVYMSSOL

To continue with the installation process, click Next'.

< Back Mext =
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10. On the resulting Application Network and Security screen, the

Velocity Installer detects whether this computer is a member of
an Active Directory domain or is a local server, and selects the
correct authentication option.

Velocity Installer 2

Application Network and Security E

Provide application network and security settings.

Velodty Server Edition requires domain accounts be used for dient authentication. The ‘Local
machine accounts' option has been automatically disabled.

Authenticate using:
i

+ Active Directory |DDMAIN:W’IN2K1 2R2 j

™ Advanced Authentication [Custom Active Directory Users and Groups)

Enter the password the Installer will use for Velodty services and SQL Server 2014, if
installed. Group Policy requirements for minimum password complexity apply.

Password: || Confirm: |

Enter the password Velodity will use to protect your data using a SQL Server Application
Role to prevent external access to your access control database.

Password: |[D efault] Confirm: |[D efault]

Help < Back | | Cancel |

« If the Local machine accounts option is selected, go to
Step 12.

« If the Active Directory option is selected, select the
domain or organization unit (OU) whose accounts Velocity
can use, and continue to the next step in this procedure.

11. Enter a password in the first 'Password' field and repeat it in the

first 'Confirm' field.

12. Unless you require a different SQL Server password, accept the

[Default] password in the second 'Password' and 'Confirm' fields.

NOTE: If you change this password, all Velocity clients
connecting to this server must have this same password to
access the Velocity database.
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13. The Velocity Installer detects whether this computer has multiple
network interface cards.
« If there is only one network interface card, go to the next
step in this procedure.
« If there are multiple network interface cards, select the
network you will use from the 'Device Network' drop-down
list, and continue to the next step in this procedure.

14. Click Next.

15. When the Prerequisite Gathering Complete screen appears,
review the displayed information about the various program

components that either will be installed or are already installed,
then click Next.

Velocity Installer il

Prerequisite Gathering Complete
The Installer has gathered the information it needs to start installing.

To complete the installation of Velodity, dick ‘Mext'. If you want to perform the installation
at a later time, dick 'Cancel',

‘work station Edition on ‘Windows 7 Enterprise Service Pack 1 [6.1.7601] =64 Member v »
Welocity will be upgraded from a previous version in C:\Program Files [#86]\Hirzch Elect
Microzoft Data Access Components is already installed

Microsoft SOL Mative Client will be installed

Microzoft \Met Framework 3.5 5P 1 iz already installed

Microzoft .Met Framework 4.0 iz already installed

Microzoft Windows Installer 4.5 iz already installed

Microzoft MSMLE Parser iz already installed

Microzoft Visual C++ 2008 Redistibutable iz already installed

Microzoft SOL 2008 Native Client is already installed

The existing named instance [ \Hirsch] of SOL Server will be reuzed. Settings.Locallnst

4 | i

3

Help < Back |

16. If necessary, the Installing Prerequisites screen appears and the
installation of the required database software proceeds. Follow
the onscreen prompts.
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After all the prerequisites are installed, the Installation Complete
screen appears like in this example:

Yelocity Installer X|
Installation Complete E.E
H
H
H

Database Installation Complete.

If you changed the [Default] password for the SQL Server (on
the Application Network and Security screen as specified in Step
12), a message appears on this screen reminding you of this fact.

17. Click Close.

The Velocity Data server installation is now complete, so you can
proceed to install a Velocity Server on a different computer, and
then install the Velocity Clients on other computers.
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18. Make sure that the SQL Server Browser service is running on
the Velocity Data server, so the Velocity Server and Velocity Client
installations can locate the separate database server.

S Services [ ]= =]
File Action View Help
e F Do Hm > e
- Services (Local) _;".: Services (Local)
SQL Server Browser Name - Description Status Startup Type =
2 +, Software Protection Enables the ... Automatic (T
Stop the e “+, SPP Notification Service Provides So... Manual
Pause the service i
Restart the service + 5QL Active Directory Helper Service  Enables inte.., Disabled
4 SQL Server (IDENTIV) Provides sto... Started Automatic
. =+ 5QL Server Agent (IDENTIV) Executes jo... Disabled
e ouhon: % SQL Server B Provides SQ.. Stated  Automat
Provides SQL Server connection # SQL Server Browser rovides 5Q... i LRI
information to client computers. T4 SQL Server VS5 Writer Providesth...  Started Automatic
7. S5DP Discovery Discoversn... Started Manual
~, Storage Service Enforces gr... Manual
", Superfetch Maintains a... Started Automatic
% Symantec Endpoint Protection Provides m...  Started Automatic -

»

Extended AStandard /

Velocity Installation
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Performing a Velocity Server Installation

If you have a larger facility that requires multiple clients, you need to
first install a Velocity Server, and then install the Velocity Clients.

NOTE: If you need to use a separate computer for the Velocity
database, you must first install a licensed edition of a supported
version of SQL Server on that computer, and then choose the
Data installation option (on the Install Options screen during the
Velocity 3.6 installation process) to install the Velocity database on
that computer. For details, see “Performing a Velocity Data
Installation” starting on page 51.

1. Make sure you are logged onto Windows as an administrator.
2. Run the Setup.exe file for the Velocity 3.6 installation:

« If you have a Velocity 3.6 installation DVD, insert it into your
DVD drive, and the auto-start feature should automatically
start the Velocity Installer.

« If you downloaded the files to install Velocity 3.6, use
Windows Explorer to navigate to the folder containing those
files, and double-click on Setup.exe.
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3. After the Velocity Installer's Welcome (or splash) screen appears,

click Next.

B ENTIV uTrust Velocity

Velocity 3.6

This wizard will guide you through the steps necessary to install and
configure your new Velocity 3.6 system.

To begin the installation process, click Next'.

Velocity Installation
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4. On the resulting End-User License Agreement page, select the
“l agree to the terms in the License Agreement” option, and
click Next.

[ Velocity Installer —

End-User License Agreement

Pleasze read and agree to the following

EMD-USER LICENSE AGREEMENT
LICENSE FOR IDENTIV VELOCITY SOFTWARE

IMPORTAMNT-READ CAREFULLY: This End-User License Agreement ("EULA") is a legal
agreement between you (either an individual or a single entity) and Identiv

for the Identiv software product identified above, which indudes computer
software

and may indude assodated media, printed materials, and “online” or electronic

Frint |

{” 1agree to the terms in the License Agreement.

{~ Idonot accept the License Agreement. {Exit Setup}

Help | < Back Mext =
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On the resulting Install Options screen, select the Server option
and either accept the currently displayed SQL server or select a
different one, then click Next.

Velocity Installer 2

Install Options
Select the role of this computer E

& iThis computer will be used as a Velocity Server. Velocity services and SQL |
Server Server will be installed in addition to the dient application.

SQL Server location: | Install SQL 2014 Express j

o~ This computer will be used as a Velodity Client. Only the dient application
will be installed to connect to your Velodty Server.

Velodity Server location: |
SQL Server location: | J
Data Lj " This computer will be used as a remote SQL Server (attach database only)
Workstation
4
E=l=|
m) ©
L

Help < Back | Mext = | Cancel |

NOTE: If the SQL Server Browser service is not running, the
following dialog is displayed, which enables you to remedy the
problem:

Service not running S

The SQL Server Browser' service does not appear to be running on

. You can start the service on that machine and press
Retry to continue (recommended), press "Abort' to end this Install
now, or press ‘lgnore’ to skip this check and continue (not
recommended).

Abort | Retry Ignore

Velocity Installation
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On the resulting Web Services Options screen, select whether or
not to also install the optional Velocity Web Services Client (which
supercedes the previous Velocity Web Console), then click Next.

Velocity Installer -

Web Services Options E E

Select Web Services installation options.

The following options are available for this system. IIS and ASP.MET must be installed
prior to running the installation.

" Install Velocity Web Services

+ Do not perform the installation at this time

< Back | Mext = | Cancel |

NOTE: Before you can install and use the Velocity Web Services
Client, you must first install Microsoft's Internet Information
Services (I1S), as explained in “Installing IIS to Support the
Velocity Web Services Client” starting on page 34.
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On the resulting Application Network and Security screen, the
Velocity Installer detects whether this computer is a member of
an Active Directory domain or is a local server, and selects the
correct authentication option.

Velocity Installer 2

Application Network and Security E

Provide application network and security settings.

Velodty Server Edition requires domain accounts be used for dient authentication. The ‘Local
machine accounts' option has been automatically disabled.

Authenticate using:
i

+ Active Directory |DDMAIN:W’IN2K1 2R2 j

™ Advanced Authentication [Custom Active Directory Users and Groups)

Enter the password the Installer will use for Velodty services and SQL Server 2014, if
installed. Group Policy requirements for minimum password complexity apply.

Password: || Confirm: |

Enter the password Velodity will use to protect your data using a SQL Server Application
Role to prevent external access to your access control database.

Password: |[D efault] Confirm: |[D efault]

Help < Back | | Cancel |

« If the Local machine accounts option is selected, go to
the next step in this procedure.

« If the Active Directory option is selected, select the
domain or organization unit (OU) whose accounts Velocity
can use, and continue to the next step in this procedure.

Enter a password in the first 'Password' field and repeat it in the
first 'Confirm' field.

Unless you require a different SQL Server password, accept the
[Default] password in the second 'Password' and 'Confirm' fields.

NOTE: If you change this password, all Velocity clients
connecting to this server must have this same password to
access the Velocity database.

Velocity Installation

65



Velocity Version 3.6 SP1 Installation Guide

10. The Velocity Installer detects whether this computer has multiple

network interface cards.

« If there is only one network interface card, go to the next
step in this procedure.

« If there are multiple network interface cards, select the
network you will use from the 'Device Network' drop-down
list, and continue to the next step in this procedure.

11. Click Next.
12. On the resulting System Inspection screen, click Next.

13. On the resulting SQL Server options screen, the Velocity Installer

detects whether there are any existing instances of SQL Server,
and displays the available options. Select the SQL Server option
you require, then click Next.

Velocity Installer

SQL Server
Select the SQL Server installation options.

The following SQL Server and database options are available.

.

Help < Back | Mext = | Cancel |

« If the Velocity Installer detects that a licensed edition of a
supported version (2008 R2, 2012, or 2014) of Microsoft's
SQL Server already exists on this computer, you can select
the “Create a named instance using the existing SQL server”
option. Go to Step 15.
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« If you want Velocity to install the free SQL Server 2014
Express edition, accept the default “Install an Identiv named
instance of SQL Express on this computer” option, and
continue to the next step in this procedure.

14. On the Database Installation (Location) screen, specify the

location where the database will be installed, then click Next.

Velocity Installer

Database Installation
Microsoft SQL Server 2014 Express

£

The Installer will automatically configure SQL Server for use in Velodty.

To install in this folder, dick ‘Mext'. To install to a different or existing folder, enter
one below or dick Browse'.

Folder: |C: Program Files\Microsoft SQL Server Browse. ..

‘fou can install SQL Express on the following drives:

Volume Required | Available |
= loH 1024MB 136.83GB
=D: 1024MB 77.11GB

Cancel

Help < Back
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15. On the resulting Application Installation (Location) screen, either
accept the default location where Velocity will be installed or
specify a different location, then click Next.

Velocity Installer

Application Installation
Locate the folder you want to install Velocity in.

The Installer will place Velocity in the following folder,

To install in this folder, dick ‘Mext'. To install to a different or existing folder, enter
one below or dick Browse'.

Folder: IC:\Program Files {(x86)\Identivivelocty Browse. .. |

‘You can install the software on the following drives:

Volume | Required | Available |
=C: 1024MB 101.27GB

** Volumes selected for SQL Server install reflect a higher minimum requirement.

Help |

The Prerequisite Gathering screen appears. After a few minutes,
the Prerequisite Gathering Complete screen appears.
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16. When the Prerequisite Gathering Complete screen appears,
review the displayed information about the various program

components that either will be installed or are already installed,
then click Next.

Velocity Installer il

Prerequisite Gathering Complete
The Installer has gathered the information it needs to start installing.

To complete the installation of Velodity, dick ‘Mext'. If you want to perform the installation
at a later time, dick 'Cancel',

‘work station Edition on ‘Windows 7 Enterprise Service Pack 1 [6.1.7601] =64 Member v »
Welocity will be upgraded from a previous version in C:\Program Files [#86]\Hirzch Elect
Microzoft Data Access Components is already installed

Microsoft SOL Mative Client will be installed

Microzoft \Met Framework 3.5 5P 1 iz already installed

Microzoft .Met Framework 4.0 iz already installed

Microzoft Windows Installer 4.5 iz already installed

Microzoft MSMLE Parser iz already installed

Microzoft Visual C++ 2008 Redistibutable iz already installed

Microzoft SOL 2008 Native Client is already installed

The existing named instance [ \Hirsch] of SOL Server will be reuzed. Settings.Locallnst

4 | i

3

Help < Back | Cancel |

17. The Installing Prerequisites screen appears intermittently
throughout the installation process, indicating when another

stage of the installation process is complete. Follow the onscreen
prompts.

18. If you chose (at the Web Services Options screen) to install
the optional Velocity Web Services Client, it is installed now.
On the Velocity Web Services Client Installation screens: ensure
all the prerequisites are met and click Next; enter the necessary
service account information and port number and click Next.

After all the prerequisites are installed, the Application Installation
(Progress) screen appears.
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19. When the installation of Velocity is completed and the Installation
Complete screen appears, select the desired closing options,
then click Close.

Velocity Installer -

Installation Complete E

/ Installation Complete.

Closing Options:

[ | would like Yelacity ta auta-start each time a user lags an to Windows
Flace an icon on the desktop for Yelocity

Automatically start services now

Mo check boxzes checked allows re-use of both deleted PIN and MATCH codes.
[ Mever re-use PIN codes

O
[ Mever re-use MATCH card codes

O

For more information, see “The Velocity Installer's Closing
Options” starting on page 91.
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20. Make sure that the SQL Server Browser service is running,
so the Velocity Client installations can locate the SQL Server for

Velocity's database.

S Services

File Action View Help

e | E Sz B »anw

- Services (Local)

“ Services (Local)
SQL Server Browser Name =
2 Software Protection
Stop the S + SPP Notification Service
Pause the service
Restart the service + SQL Active Directory Helper Service
. SQL Server (IDENTIV)
: + 5QL Server Agent (IDENTIV)
Description: soLS T
Provides SQL Server connection # SQL Server Browser
information to client computers. SQL Senver V55 Writer

C, 55DP Discovery

+, Storage Service

+, Superfetch

M, Symantec Endpoint Protection
< I

Description

Enables the ...
Provides So...
Enables inte...
Provides sto...
Executes jo...
Provides 5Q...
Provides th...
Discovers n...
Enforces gr...
Maintains a...

Provides m...

Status

Started
Started
Started

Started

Started

Started

Startup Type =

Automatic (T
Manual

Disabled |

Automatic

Disabled
Automatic
Automatic
Manual
Manual
Automatic
Automatic
3

Extended AStandard /

The installation of a Velocity Server is now complete, but you still have
to install Velocity clients on other computers. Before you attempt the
client installations, verify that you have performed the following
prerequisite tasks (which configure the server to support the

installation of Velocity clients on other computers):

“Enabling Network Discovery” starting on page 20.

“Turning Off the Windows Firewall” starting on page 22.
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Performing a Velocity Workstation Installation

If you have a small facility that only requires one client (or you are
setting up a test system), you only need a single Workstation
installation of Velocity on one computer.

1. Make sure you are logged onto Windows as an administrator.
2. Run the Setup.exe file for the Velocity 3.6 installation:

« If you have a Velocity 3.6 installation DVD, insert it into your
DVD drive, and the auto-start feature should automatically
start the Velocity Installer.

« If you downloaded the files to install Velocity 3.6, use
Windows Explorer to navigate to the folder containing those

files, and double-click on Setup.exe.

3. After the Velocity Installer's Welcome (or splash) screen appears,
click Next.

Velocity Installer 3.6.258

B ENTIV uTrust Velocity

Velocity 3.6

This wizard will guide you through the steps necessary to install and
configure your new Velocity 3.6 system.

To begin the installation process, click Next'.

Cancel

Help
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4. On the resulting End-User License Agreement page, select the
“l agree to the terms in the License Agreement” option, and
click Next.

Velocity Installer

End-User License Agreement

Pleaze read and agree to the following li t before

EMD-USER LICENSE AGREEMENT -
LICENSE FOR IDENTIV VELOCITY SOFTWARE

IMPORTAMNT-READ CAREFULLY: This End-User License Agreement ("EULA") is a legal
agreement between you (either an individual or a single entity) and Identiv

for the Identiv software product identified above, which indudes computer
software

and may indude associated media, printed materials, and "online” or electronic

v

Frint
{” 1agree to the terms in the License Agreement.

™ I do not accept the License Agreement. {Exit Setup}

Help < Back
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5. On the Install Options screen, select the Workstation option
and either accept the currently displayed SQL server or select a
different one, then click Next.

Velocity Installer

Install Options
Select the role of this computer

I This computer will be used as a Velocity Server, Velocity services and SQL
Server Server will be installed in addition ko the: client application.

S0L Server location: LI |

This computer will be used as a Velocity Client, Only the client application
will be installed to conmect o your Velocity Server,

Velodty Server location: I _I
SQL Server location: I LI _I

Data D " This computer will be used as a remote SQL Server (attach database only)

5 This computer will be used as both a Velocity server and dient. Velocity
services and SQL Server will be installed in addition to the dient application.

WIN-POQFL262VaN\IDENTIY ~|

Help | < Back | Mext = I Cancel |
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6. On the resulting Web Services Options screen, select whether or

not to also install the optional Velocity Web Services Client (which
supercedes the previous Velocity Web Console), then click Next.

Velocity Installer

Web Services Options E

Select Web Services installation options.

The following options are available for this system. IIS and ASP.MET must be installed
prior to running the installation.

" Install Velocity Web Services

+ Do not perform the installation at this time

Cancel |

Help < Back

NOTE: Before you can install and use the Velocity Web Services
Client, you must first install Microsoft's Internet Information
Services (I1S), as explained in “Installing IIS to Support the
Velocity Web Services Client” starting on page 34.
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7. On the resulting Application Network and Security screen, select
the Local machine accounts option for authentication.

Velocity Installer

Application Network and Security

Provide application network and security settings.

‘fou are logged in using a local machine account. The ‘Active Directory' option has been
automatically disabled.

Authenticate using:

@+ Local machine accounts
~

.

Enter the password used for your Velodty service account and SQL Server, if installed.
This account will be used for the Velodty Services.

Password: || Confirm: |

Help < Back | | Cancel |

8. Then enter a password in the Password field, and repeat it in
the Confirm field.

9. Click Next.

10. On the resulting System Inspection screen, click Next.
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11. On the resulting SQL Server options screen, the Velocity Installer
detects whether there are any existing instances of SQL Server,
and displays the available options. Select the SQL Server option
you require, then click Next.

Velocity Installer

SQL Server
Select the SQL Server installation options.

The following SQL Server and database options are available.

.

Help < Back | Mext = | Cancel |

« If the Velocity Installer detects that a licensed edition of a
supported version (2008 R2, 2012, or 2014) of Microsoft's
SQL Server already exists on this computer, you can select
the “Create a named instance using the existing SQL server’
option. Go to Step 13.

« If you want Velocity to install the free SQL Server 2014
Express edition, accept the default “Install an Identiv named
instance of SQL Express on this computer” option, and
continue to the next step in this procedure. (This is the
typical choice for a new installation of a standalone Velocity
Workstation.)

U
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12. On the Database Installation (Location) screen, specify the
location where the database will be installed, then click Next.

Velocity Installer

Database Installation
Microsoft SQL Server 2014 Express

The Installer will automatically configure SQL Server for use in Velodty.

To install in this folder, dick ‘Mext'. To install to a different or existing folder, enter
one below or dick Browse'.

Folder: IC:\Program Files\Microsoft SQL Server Browse. .. |

‘fou can install SQL Express on the following drives:

Volume | Required | Available |
=l 1024MB 1356.83GB
=ID: 1024MB 77.11GB

Cancel

Help | < Back
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13. On the resulting Application Installation (Location) screen, either
accept the default location where Velocity will be installed or
specify a different location, then click Next.

Velocity Installer

Application Installation
Locate the folder you want to install Velocity in. E

The Installer will place Velocity in the following folder,

To install in this folder, didk ‘Mext'. To install to a different or existing folder, enter
one below or dick Browse'.

Folder: |C: Program Files (x86)'Hirsch Electronics\velocity Browse. ..

‘You can install the software on the following drives:

Volume Required | Available |
= loH 1024MB 98.49GE
=D: 1024MB 51.07GE

** Volumes selected for SQL Server install reflect a higher minimum requirement.

Help < Back

The Prerequisite Gathering screen appears. After a few minutes,
the Prerequisite Gathering Complete screen appears.

Cancel |
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14. When the Prerequisite Gathering Complete screen appears,

review the displayed information about the various program

components that either will be installed or are already installed,
then click Next.

Velocity Installer

Prerequisite Gathering Complete

The Installer has gathered the information it needs to start installing. E

To complete the installation of Velodty, dick Next'. If you want to perform the installation
at a later time, dick 'Cancel'.

Microzoft Data Access Components is already installed
Microsoft SOL Mative Client will be installed

Microzoft \Met Framework 3.5 5P 1 iz already installed
Microzoft .Met Framework 4.0 iz already installed
Microzoft Windows Installer 4.5 iz already installed
Microzoft MSMLE Parser iz already installed

Microsoft Visual C++ 2008 Redistibutable will be installed
Microsoft Visual C++ 2012 Redistibutable will be installed
Microsaft SOL 2012 Mative Client will be installed

The Yelocity Client will be installed

<

Help

Cancel |

15. The Installing Prerequisites screen appears intermittently

16.

throughout the installation process, indicating when another

stage of the installation process is complete. Follow the onscreen
prompts.

If you chose (at the Web Services Options screen) to install

the optional Velocity Web Services Client, it is installed now.

On the Velocity Web Services Client Installation screens: ensure
all the prerequisites are met and click Next; enter the necessary
service account information and port number and click Next.

After all the prerequisites are installed, the Application Installation
(Progress) screen appears.
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17. When the installation of Velocity is completed and the Installation
Complete screen appears, select the desired closing options,
then click Close.

Velocity Installer

Installation Complete

[ anna ]
anas
.

/ Installation Complete.

Closing Options:

[ | would like Yelacity ta auta-start each time a user lags an to Windows
Flace an icon on the desktop for Yelocity

Automatically start services now

No check boxzes checked allows re-use of both deleted PIN and MATCH codes.
[ Mever re-use PIN codes

O
[ Mever re-use MATCH card codes

O

For more information, see “The Velocity Installer's Closing
Options” starting on page 91.

The installation of a Velocity standalone Workstation is now complete.
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Performing a Velocity Client Installation

If you have a larger facility that requires multiple clients, after installing
the Velocity Server, you need to install the Velocity Clients on the
necessary computers.

Before you attempt the client installations, verify that you have
performed the following prerequisite tasks (which configure the
server to support the installation of Velocity clients on other
computers):

“Enabling Network Discovery” starting on page 20.
“Turning Off the Windows Firewall” starting on page 22.

1. Make sure you are logged onto Windows as a Velocity Operator
who belongs to the Administrator role and who also has Local
Administrator privileges.

2. Run the Setup.exe file for the Velocity 3.6 installation:

« If you have a Velocity 3.6 installation DVD, insert it into your
DVD drive, and the auto-start feature should automatically
start the Velocity Installer.

« If you downloaded the files to install Velocity 3.6, use
Windows Explorer to navigate to the folder containing those
files, and double-click on Setup.exe.
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After the Velocity Installer's Welcome (or splash) screen appears,

click Next.

Velocity Installer 3.6.258

B ENTIV uTrust Velocity

Velocity 3.6

This wizard will guide you through the steps necessary to install and
configure your new Velocity 3.6 system.

To begin the installation process, click Next'.

Help | < Back

Cancel
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4. On the resulting End-User License Agreement page, select the
“l agree to the terms in the License Agreement” option, and
click Next.

Velocity Installer

End-User License Agreement

Pleaze read and agree to the following li t before

EMD-USER LICENSE AGREEMENT -
LICENSE FOR IDENTIV VELOCITY SOFTWARE

IMPORTAMNT-READ CAREFULLY: This End-User License Agreement ("EULA") is a legal
agreement between you (either an individual or a single entity) and Identiv

for the Identiv software product identified above, which indudes computer
software

and may indude associated media, printed materials, and "online” or electronic

v

Frint
{” 1agree to the terms in the License Agreement.

™ I do not accept the License Agreement. {Exit Setup}

Help < Back Cancel
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5. On the Install Options screen, select the Client option, either
accept the currently displayed Velocity Server or select a different
one, either accept the currently displayed SQL Server or select a
different one, and then click Next.

Velocity Installer

Install Options
Select the role of this computer E

=L

< This computer will be used as a Velodity Client. Only the dient application
will be installed to connect to your Velodty Server.

Velocity Server location: |HECQA'?BU-5 J
SQL Server location: |HECQA'7BU'5\J'|IR5CH j
Data Lj " This computer will be used as a remote SQL Server (attach database only)
Workstation
=4 This computer will be used as both a Velodity server and dient. Velodty
| services and SQL Server will be installed in addition to the dient application.
=

Help < Back | Mext = | Cancel |

Note that the Velocity client cannot function properly unless you
have specified the correct location for both the Velocity Server
and the Velocity database.

NOTE: If the SQL Server Browser service is not running, the
following dialog is displayed, which enables you to remedy the
problem:

Service not running

I.""_"'.I The 'SOL Server Browser' service does not appear te be running on

L / *. You can start the service on that machine and press
‘Retry’ to continue (recommended), press ‘Abort’ to end this Install
now, or press ‘|gnore’ to skip this check and continue (not
recommended).

Abort Retry Ignore |
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6. On the resulting System Inspection screen, click Next.

7. On the resulting Application Installation (Location) screen, either
accept the default location where Velocity will be installed or
specify a different location, then click Next.

Velocity Installer

Application Installation
Locate the folder you want to install Velocity in. E

The Installer will place Velocity in the following folder,

To install in this folder, didk ‘Mext'. To install to a different or existing folder, enter
one below or dick Browse'.

Folder: |C: Program Files (x86)'Hirsch Electronics\velocity Browse. ..

‘You can install the software on the following drives:

Volume Required | Available |
= loH 1024MB 98.49GE
=D: 1024MB 51.07GE

** Volumes selected for SQL Server install reflect a higher minimum requirement.

Help

The Prerequisite Gathering screen appears. After a few minutes,
the Prerequisite Gathering Complete screen appears.

Cancel
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9.

8. When the Prerequisite Gathering Complete screen appears,
review the displayed information about the various program

components that either will be installed or are already installed,
then click Next.

Velocity Installer

Prerequisite Gathering Complete

The Installer has gathered the information it needs to start installing. E

To complete the installation of Velodty, dick Next'. If you want to perform the installation
at a later time, dick 'Cancel'.

Microzoft Data Access Components is already installed
Microsoft SOL Mative Client will be installed

Microzoft \Met Framework 3.5 5P 1 iz already installed
Microzoft .Met Framework 4.0 iz already installed
Microzoft Windows Installer 4.5 iz already installed
Microzoft MSMLE Parser iz already installed

Microsoft Visual C++ 2008 Redistibutable will be installed
Microsoft Visual C++ 2012 Redistibutable will be installed
Microsaft SOL 2012 Mative Client will be installed

The Yelocity Client will be installed

<

Help

Cancel |

If necessary, the Installing Prerequisites screen appears. Follow
the onscreen prompts to install software such as the Microsoft
SQL Server 2012 Native Client, the Microsoft SQL Server 2014

Management Studio Express, and the Microsoft SQL Server 2014
Express with Tools.
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10. For example, a message like this might appear:

Velocity Installer

Installing Prerequisites E

The Installer is loading prerequisites on your system,

Velocity Installer

| The installer has detected that Microsoft SOL Server 2014 Management
¥ Studic Express, used for database maintenance and data queries, is not
installed.

If you do not intend to perform database maintenance from this client,
installation of 5QL Server 2014 Management Studio Express can be
skipped.

Do you want to skip the installation of 50L Server 2014 Management
Studio Express?

E Yes Mo | _I
« If you want to skip the installation of SQL Server 2014
Management Studio Express on this computer, click Yes.

+ If you do want to install SQL Server 2014 Management
Studio Express on this computer, click No.
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11. After all the prerequisites are installed, the Application Installation
(Progress) screen appears, and keeps you informed as the
Velocity Installer installs all of the files required for the Velocity
program. When the navigation buttons are enabled, click Next.

Velocity Installer

Application Installation E

The Installer is loading Velodty on your system,

Flease wait while the Installer completes the installation of Velodty. This may take
several minutes while the Installer registers with your system.

Task: Copying application files... RESUTILITYFRA.DLL

Task progress...
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12. When the installation of Velocity is completed and the Installation
Complete screen appears, select the desired closing options,
then click Close.

Velocity Installer

Installation Complete E-E
H
H

/ Installation Complete.

Closing Options:

[ | would like Yelacity ta auta-start each time a user lags an to Windows

Flace an icon on the desktop for Yelocity

Mo check boxzes checked allows re-use of both deleted PIN and MATCH codes.
O
O

O
O

For more information, see “The Velocity Installer's Closing
Options” starting on page 91.
The installation of a Velocity Client on this computer is now complete.

If necessary, repeat this installation on other computers which will
also be Velocity clients.

After you have installed all the Velocity clients, you will also have to
perform the following procedures:

Configure the Windows Firewall

Assign a TCP/IP port to the Velocity polling engine
Assign a TCP/IP port to the SQL Server Database Engine
Start an instance of SQL Server

For details about these procedures, see “Configuring the Windows
Firewall” starting on page 113.
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The Velocity Installer’s Closing Options

There are several Closing Options which appear on the Installation
Complete screen at the end of a Velocity Server, Workstation, or Client
installation. (A Data installation has no Closing Options.)

The Installation Complete screen for a Server or a Workstation
installation looks like this:

Velocity Installer

Installation Complete

/ Installation Complete.

Closing Options:

[ | would like Yelacity ta auta-start each time a user lags an to Windows
Flace an icon on the desktop for Yelocity

Automatically start services now

Mo check boxzes checked allows re-use of both deleted PIN and MATCH codes.
[ Mever re-use PIN codes

O
[ Mever re-use MATCH card codes

O

The first three options also appear when you are upgrading an
existing Velocity system.
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The Installation Complete screen for a Client installation looks like
this:

Velocity Installer

Installation Complete E-E
H
H
H

/ Installation Complete.

Closing Options:

[ | would like Yelacity ta auta-start each time a user lags an to Windows

Flace an icon on the desktop for Yelocity

Mo check boxzes checked allows re-use of both deleted PIN and MATCH codes.
O
O

O
O

The following table briefly explains the possible Closing Options.

Closing Options for a Server, a standalone Workstation, or a Client:

| would like Velocity to auto-start ~ Select this option if you want Velocity to

each time a user logs on to automatically start each time you log onto

Windows Windows. This is a good idea if you plan to use
this computer only for Velocity. If this is a
multi-use computer, you might leave this option
unchecked.

WARNING: Be careful when you select this
option. After installation, you can't change this
setting without editing the Windows Registry.

Place an icon on the desktop for  Select this option to place a Velocity icon on your

Velocity Windows desktop. This enables an operator to
quickly start Velocity without going through the
Start menu.
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Closing Options for only a Server or a standalone Workstation:

Automatically start services now  Select this option to start the Velocity services now
(after you click Close).

Never re-use PIN codes Select this option if you never want to reuse PIN
codes. Note that if you have a large number of
employees, you might need to recycle PIN codes
or risk running out.

If you select this option, you can also select the
Re-use PINs with operator override only
option, to further specify that only those operators
with override authority can reassign PIN codes.

Never re-use MATCH card codes Select this option if you never want to reuse
MATCH card codes. Although this option
eliminates the possibility of an unauthorized
person stealing and using a card, it requires a new
card for each new person, which can be
expensive.

If you select this option, you can also select the
Re-use MATCH with operator override only
option, to further specify that only those operators
with override authority can reassign cards.
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Upgrading Velocity

If you have an existing installation of Velocity, you can upgrade it
instead of performing the new install described previously in this
guide.

Because the initial release of Velocity 3.5 introduced licensing, some
customers decided to remain on a release of Velocity 3.1. But you
cannot upgrade directly from 3.1 to 3.6; you must first upgrade from
3.1 to 3.5, and then upgrade from 3.5 to 3.6.

TIP: To avoid taking down a live system during the upgrade from
Velocity 3.1 to 3.5, you can backup and restore your system on a
separate computer, and then perform the upgrade on that computer.
If you decide to use this approach, you must perform some additional
steps (including editing some tables in the Velocity database) which
are documented in the SQL Database Manager > Restoring the
Velocity Database to a Different Computer topic in the Velocity
online help system.

Upgrade Paths

There are specific upgrade paths you can choose. The following
diagram shows the upgrade paths from the supported versions of
Velocity to the 3.6 release. Locate your existing version of Velocity,
then follow the best available upgrade path to Velocity 3.6:

Upgrade Paths to Velocity 3.6:
Velocity Velocity Velocity Velocity

3.1 KB60O 3.4 KB610 3.4 KB620 3.1 KB630 L
' ;
] H ' Velocity

Legend o T i Vo *| 355P2
1 1 1
: H
i

--—+ = Possible upgrade step
> Velocity Velocity Velocity Velocity +
35(FCS) [~ 3558P1 [TT 7| 355P14 [T 3.5 5P24

—— = Required upgrade step
» = BestChoiceupgradestep "7 777
=== = NotRecommended upgrade step

A

Velocity
* r "l 258 Fcs)
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Here is a summary of the highlights in each of the recent releases of
Velocity (listed in chronological order):

3.5 (FCS): Introduced licensing and the optional Velocity Web
Console. (The Velocity Web Console was replaced by the Velocity
Web Services Client in the 3.5 SP2 release.)

3.1 KB640: Introduced support for newer PIV cards which use
the updated FIPS201 data layout and PIV-I cards with a UUID
(128-bit GUID).

3.5 SP1: Introduced support for the Mx controller and for a new
video integration framework with separately licensed plug-ins,
starting with one for the Aventura Technologies hybrid NVR. It also
included the relevant bug fixes, enhancements, and new features
of the 3.1 KB640 release (such as support for the UUID in PIV-I
cards).

3.5 SP1.1: Simplified the licensing scheme for Velocity from four
editions to two editions, and changed the pricing model so that
the price of Velocity software is included in the system purchase.
3.5 SP2: Introduced support for a separately licensed video
integration plug-in for the American Dynamics Intellex DVR and
VideoEdge NVR, and for the optional Velocity Web Services Client
(which replaced the previous Velocity Web Console).

3.5 SP2.1: Replaced 3.5 SP2 and introduced support for the
separately installed Edge EVO Controller Integration to one or
more Edge single-door controllers.

3.6 (FCS): Introduced support for newer versions of Microsoft's
Windows operating system (including Windows 8.1, Windows
Server 2012, and Windows Server 2012 R2) and newer versions
of Microsoft's SQL Server database management software
(including SQL Server 2012 and SQL Server 2014).

Preparing to Upgrade

Before you start the upgrade process, you must perform these
required steps:

Backup your system before attempting any upgrade. Doing so
enables you to get back to an earlier working state if a mistake is
made somewhere in the upgrade process.
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If you are using the Express edition of SQL Express, make sure that
the size of the Velocity database is less than half of the required
maximum. If you have SQL Express 2005, the limit is 4 GB. If you
have SQL Express 2008, the limit is 10 GB. Archiving older Alarms
and Events is an effective way to reduce the size of your Velocity
database.

Make sure the available Hard Disk free space is at least twice the
size of your Velocity database. This requirement applies regardless
of whether you have an Express version of SQL or a full version.
Make sure that you are logged in with an appropriate
administrator account. You must be a Domain Administrator for a
networked Domain account, or a Local Administrator account for a
stand-alone workstation installation.

Upgrading from Velocity 3.5 to Velocity 3.6

The overall process for upgrading your existing Velocity system is
determined by its architecture:

If it uses a separate computer for the Velocity database, you need
to first upgrade that Data server. Then you will upgrade the
Velocity Server. Finally, you must upgrade each Velocity Client.

If your Velocity Server also performs the Data server role, you
need to first upgrade that computer. Then you must upgrade
each Velocity Client. (Note that minor updates of a Velocity Client
are pushed down automatically from an updated Velocity Server,
but upgrades between major versions of Velocity require you to
install the new version on both the server and the clients.)

If you have only a standalone Velocity Workstation which performs
all the roles (Data server, Velocity Server, and Velocity Client), then
you only need to upgrade that one computer.
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Because Microsoft no longer supports Windows XP,
Velocity 3.6 no longer supports that version of Windows.
If you have a Velocity 3.5 Client running on Windows XP,
you will have to either upgrade the operating system on
that computer before upgrading the Velocity Client from
3.5 to 3.6, or replace that computer with one that has a
supported version of Windows and then perform a new
installation of the Velocity 3.6 Client.

The following procedure demonstrates how to upgrade an existing
Velocity 3.5 standalone Workstation (on Windows 7) to Velocity 3.6,
and also upgrade the database to SQL Server 2014 Express:

1. Make sure you are logged onto Windows as an administrator.
2. Run the Setup.exe file for the Velocity 3.6 installation:

« If you have a Velocity 3.6 installation DVD, insert it into your
DVD drive, and the auto-start feature should automatically
start the Velocity Installer.

« If you downloaded the files to install Velocity 3.6, use
Windows Explorer to navigate to the folder containing those
files, and double-click on Setup.exe.
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3. After the Velocity Installer's Welcome (or splash) screen appears,
click Next.

B ENTIV uTrust Velocity

Velocity 3.6

This wizard will guide you through the steps necessary to install and
configure your new Velocity 3.6 system.

To begin the installation process, click Next'.
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4. On the resulting End-User License Agreement page, select the
“l agree to the terms in the License Agreement” option, and
click Next.

[ Velocity Installer —

End-User License Agreement

Pleasze read and agree to the following

EMD-USER LICENSE AGREEMENT
LICENSE FOR IDENTIV VELOCITY SOFTWARE

IMPORTAMNT-READ CAREFULLY: This End-User License Agreement ("EULA") is a legal
agreement between you (either an individual or a single entity) and Identiv

for the Identiv software product identified above, which indudes computer
software

and may indude assodated media, printed materials, and “online” or electronic

Frint |

{” 1agree to the terms in the License Agreement.

{~ Idonot accept the License Agreement. {Exit Setup}

Help | < Back Mext =
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5. On the resulting Install Options page, accept the default option to
“Upgrade to Velocity 3.6" and click Next.

'S “ "
Velocity Installer l J

Install Options

The Installer has detected an existing version of Velodty. To re-install Velocity you must first
uninstall the existing version and then re-run this installer,

The following options are available for the installed version: 3.5

@ Upgrade to Velocity 3.6

" Do not perform the installation at this time
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6.

7.

8.

2014 Express.

If your Velocity 3.5 system has its database running on the free
SQL Server 2008 Express or SQL Server 2008 R2 Express, a
dialog asks whether you want to upgrade to the free SQL Server

Install Options
The Installer has detected an existing version of Velodty, To re-install Velocity you must first

s noa [Fmm———
Velocity Installer —

@ Do you want to upgrade Velocity to use SQL Server 20147

Upgrading to SQL Server 2014 is recornmended. Future versions of
Velocity may require SQL Server 2014,

Press Yes to upgrade to SQL Server 2014

Press Mo to continue installation using current version of SQL Server

+ Click Yes to install the free SQL Server 2014 Express.
(Your existing SQL Server 2008 Express or SQL Server 2008
R2 Express remains installed.)
If you are choosing this option, continue on to the next step in
this procedure.

+ Click No to continue using your existing SQL Server 2008
Express or SQL Server 2008 R2 Express.

If you are choosing this option, go to Step 10 in this procedure.

If you are using SQL Server 2008 Express, follow the onscreen
prompts to first upgrade to SQL Server 2008 R2 Express. When
you are asked to restart your computer, do so, and then repeat
steps 3 through 6 of this procedure.

Follow the onscreen prompts to install SQL Server 2014 Express.

Upgrading Velocity

101



Velocity Version 3.6 SP1 Installation Guide

9. When you are asked to restart your computer, do so, and then

repeat steps 3 through 6 of this procedure.

10. If the optional Velocity Web Services Client is currently installed

on your Velocity 3.5 SP2.1 system, it is automatically upgraded
(without asking). Otherwise, the following screen appears:

Velocity Installer -

Web Services Options E.E
H
H
H

Select Web Services installation options.

The following options are available for this system. IIS and ASP.MET must be installed
prior to running the installation.

" Install Velocity Web Services

+ Do not perform the installation at this time

< Back | Mext = | Cancel |

NOTE: Before you can install and use the Velocity Web Services
Client, you must first install Microsoft's Internet Information
Services. See “Installing IIS to Support the Velocity Web Services
Client” on page 34.

Select an option to indicate whether or not you wish to install the

Velocity Web Services, and then click Next.

+ Select Install Velocity Web Services to install the Velocity
Web Services.

+ Select Do not perform the installation at this time to
skip the installation of the optional Velocity Web Services.
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11

NOTE: After Velocity has been installed and you have had a
chance to install IS, you can run the vwec2install.exe file to
install the Velocity Web Services Client. (This file is located in the
folder where you installed Velocity. For an upgrade of an existing
Velocity system, the default folder is C:\Program Files
(x86)\Hirsch Electronics\Velocity. For a new installation of
Velocity 3.6 SP1, the default folder is C:\Program Files
(x86)\ldentiv\Velocity.)

. Because this example is for a standalone Velocity Workstation,

the only available option on the resulting Application Network
and Security page is to authenticate using Local machine
accounts.

Application Network and Security

Provide application network and security settings.

‘fou are logged in using a local machine account. The "Active Directory' option has been
automatically disabled.

Authenticate using:

@+ Local machine accounts
~

.

Enter the password used for your Velodty service account and SQL Server, if installed.
This account will be used for the Velodity Services.

Pazsword: | Confirm: |

Help < Back | Mext = | Cancel |

Accept this option, enter the password for this computer's Velocity
Services user account (in both the Password field and the
Confirm field), and click Next.

Upgrading Velocity
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12. On the resulting System Inspection page, click Next (after that
button is enabled).

System Inspection
The Installer is inspecting your system for prerequisites,

Task: Inspection complete. Click 'Mest' to continue with the installation.
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13. On the resulting SQL Server page, only one option is available
because in this example we chose to upgrade to SQL Server
2014 Express.

Velocity Installer

SQL Server
Select the SQL Server installation options.

The following SQL Server and database options are available.

" Create a named instance using the ewisting SOL server

Click Next.

14. On the resulting Database Installation (Location) screen, specify

the location where the database will be installed, then click Next.

Upgrading Velocity
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15. On the resulting Application Installation (Location) screen, click
Next. (Because you are upgrading an existing installation of
Velocity, the Browse button is disabled so you cannot change
the value shown in the Folder field.)

Velocity Installer

Application Installation
Locate the folder you want to install Velocity in.

The Installer will place Velocity in the following folder,

To install in this folder, dick ‘Mext'. To install to a different or existing folder, enter
one below or dick Browse'.

Folder: IC:'l,Program Files {x86)\Hirsch Electronicsivelocity Browse. .. |

‘You can install the software on the following drives:

Volume | Required | Available |
=C: 1024MB 101.27GB

** Volumes selected for SQL Server install reflect a higher minimum requirement.

Help |

<gack ||

The Prerequisite Gathering screen appears. After a few minutes,
the Prerequisite Gathering Complete screen appears.
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16. On the Prerequisite Gathering Complete page, optionally review
the displayed information, and click Next.

Velocity Installer

Gathering C
The Installer has gathered the information it needs to start installing.

To complete the installation of Velodity, dick ‘Mext'. If you want to perform the installation
at a later time, dick 'Cancel',

‘work station Edition on ‘Windows 7 Enterprise Service Pack 1 [6.1.7601] =64 Member v »
elocity will be upgraded from a previous version in C:A\Program Files [x86]\Hirsch Elect
Microzoft Data Access Components is already installed

Microsoft SOL Mative Client will be installed L
Microzoft \Met Framework 3.5 5P 1 iz already installed =
Microzoft .Met Framework 4.0 iz already installed

Microzoft Windows Installer 4.5 iz already installed

Microzoft MSMLE Parser iz already installed

Microzoft Visual C++ 2008 Redistibutable iz already installed

Microzoft SOL 2008 Native Client is already installed

The existing named instance [ \Hirsch] of SOL Server will be reuzed. Settings.Locallnst

4 | i |

3

Help : Cancel |

17. If there are any prerequisites that need to be installed, progress
information is displayed on the Installing Prerequisites page. This

could take several minutes. If necessary, follow the onscreen
prompts.

Upgrading Velocity
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18. The primary Velocity installation begins, and progress information
is displayed on the Application Installation page.

'S Fl "
Velocity Installer l e J

Application Installation
The Installer is loading Velodty on your system,

Flease wait while the Installer completes the installation of Velodty. This may take
several minutes while the Installer registers with your system.

Task: Creating system restore point...

Task progress...

Cancel
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19. If the optional Velocity Web Services Client is installed (on your
existing Velocity 3.5 SP2.1 system), then the Velocity Web
Services Client Updater window appears, with a dialog asking
whether you want the Velocity Web Service to use the secured
HTTPS communications protocol.

[{] Velocity Web Services Client Updater

Application Update
The updater is updating Velocity Web Services Client

Velocity Web Services Client Install

Velocity Web Service currently uses http as its communication mode.

Https does not apply to Velocity Web Services Client(s). However https may be
required for other Velocity applications (see release notes).

Do you wish to change the communication mode from http to https?

+ Click Yes to have the Velocity Web Service start using the
secured HTTPS communications protocol.

« Click No to have the Velocity Web Service continue using the
existing HTTP communications protocol.

NOTE: HTTPS will be required for the FICAM Integration being
introduced in the Velocity 3.6 SP1 release.
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20. When the Installation Complete page is displayed, review the
Closing Options and change them if necessary, then click Close.

Installation Complete

/ Upgrade Complete.

Closing Options:

[ | would like Yelacity ta auta-start each time a user lags an to Windows

Flace an icon on the desktop for Yelocity

Automatically start services now

For more information, see “The Velocity Installer's Closing
Options” starting on page 91.

When you open Velocity again, the new version of Velocity should
appear.
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NOTE: If you had the Edge EVO Controller Integration or a Video
Integration plug-in installed on your existing Velocity 3.5 system, then
remember to obtain and install the newer version of those
integrations which have been updated to run with the Velocity 3.6
SP1 release. The following table shows the compatible versions of
integrations or optional components for Velocity 3.5 SP2.1 versus

Velocity 3.6 SP1.

Compatible version

Compatible version

Component: for Velocity 3.5 SP2.1: for Velocity 3.6 SP1:
Edge EVO Controller Integration 1.0.1.53 1.0.2.1
Hirsch Video Integration
framework 1.1.1 1.1.3
plug-in for Aventura 1.1.1.12 1.1.3.1
plug-in for unified American 1.1.1.12 1.1.3.4
Dynamics
Velocity Web Services Client 3.5.1.67 3.6.3.5

Upgrading Velocity
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Post-Installation
N

Configuring Your Firewalls

After you have installed Velocity 3.6, you can turn the Windows
Firewall back ON and configure the firewall to accommodate access
to the required SQL Server and Velocity ports. (This is required for a
Velocity Client/Server installation, but is not necessary for a Velocity
standalone Workstation installation where all the roles are performed
by a single computer.)

If you are unfamiliar with firewall port configuration,
contact your IT department for more information about
doing this.

In many circumstances, you will have to perform the following
procedures:

Configure the Windows Firewall

Assign a TCP/IP port to the Velocity polling engine
Assign a TCP/IP port to the SQL Server Database Engine
Start an instance of SQL Server

Configuring the Windows Firewall

Windows Firewall helps prevent unauthorized access to computers in
a network. By default, the Windows Firewall is turned ON after the
operating system is installed. If a firewall is turned ON but it is not
configured correctly, attempts by users to connect to SQL Server and
Velocity are blocked. To access an instance of SQL Server which is
behind a firewall, the database administrator needs to configure the
firewall on the computer that is running SQL Server to allow users
access.
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N 4

Opening ports in your firewall can leave your
server exposed to malicious attacks. Make
sure that you understand firewall systems
before you open ports.

The following procedures will guide you through the steps that you
need to configure the Windows Firewall in Windows Server 2008 R2
to allow users access to SQL Server.

1.

2.

Click Start » All Programs » Administrative Tools »
Server Manager. The Server Manager appears.

In Server Manager, expand the Configurations tab and then
expand Windows Firewall with Advanced Security.
Right-click Inbound Rules and click New Rule.

The New Inbound Rule Wizard appears.

On the New Inbound Rule Wizard's Rule Type page, select the
Port option to control connections for a TCP or UDP Port. Click
Next to continue with the wizard.

The Protocol and Ports page appears.

On the Protocol and Ports page, specify the protocols and ports
to which this rule applies.

Because SQL Server, when installed as a default instance, uses
port 1433 as the default port, choose the TCP option and then
specify a specific port number.

Click Next to continue with the wizard.

Registered Ports are those from 1024 through 49151,
and Dynamic and/or Private Ports are those from
49152 through 65535. The registered ports number
range should not be used for named SQL Server
instances because a future conflict is possible. Consult
your IT department for assistance regarding port
assignment.

On the Action page, specify the action to be taken when a
connection matches the conditions specified in this rule. In this
case, choose Allow the connection and click Next.

The Profile page appears.
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7. On the Profile page, select Domain, and click Next.
The Name page appears.
8. Provide a meaningful name and description. For example:

Name:
SQL Server 2008 default Port 1433

Description (Optional):
Enable SQL Server 2008 Default Port (1433) for user
connectivity.
9. Click Finish to complete the wizard.
After the wizard configuration is complete, you will be able to see
the new rule available under Inbound Rules.
10. Repeat Steps 3 through 9 to set the UDP Port to 1434.

11. Repeat Steps 3 through 9 to set the TCP Port to 2025, to enable
connection from remote workstations.

Assigning a TCP/IP Port Number to the SQL
Server Database Engine

If enabled, the default instance of the SQL Server database engine
listens on TCP port 1433. Named instances of the SQL Server
database engine are configured for dynamic ports, which means they
select an available port when the SQL Server service is started.

When connecting to a named instance through a firewall, configure
the database engine to listen on a specific port so that the
appropriate port can be opened in the firewall.

To assign a TCP/IP port number to the SQL Server Database
Engine, perform these steps:

1. From the Windows desktop, click Start » All Programs »
Microsoft SQL Server 2008 » Configuration Tools »> SQL
Server Configuration Manager.

The SQL Server Configuration Manager appears.

2. On the console pane, expand SQL Server Network
Configuration then Protocols for <instance name>, and
then double-click TCP/IP.
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>

The TCP/IP Properties dialog box appears.

Select the IP Addresses tab.

Scroll down and find the IPAIL

In the IPAIl box, select the TCP Port option and enter the port
number on which you want this IP address to listen, then click
oK.

For example: enter 1433, then click OK.

Restart the SQL Server instance, as explained in “Starting an
Instance of SQL Server (from the SQL Server Configuration
Manager)” on page 116.

Starting an Instance of SQL Server (from the SQL
Server Configuration Manager)

To stop or start an instance of SQL Server from the SQL Server
Configuration Manager:

1.

From the Windows desktop, click Start » All Programs »
Microsoft SQL Server 2008 » Configuration Tools » SQL
Server Configuration Manager.

The SQL Server Configuration Manager appears.

In the console pane, expand SQL Server Services.

In the details pane, right-click the named instance of SQL Server
then click Start.

For example: SQL Server (MSSQLSERVER)

A green arrow on the icon next to the server name and
on the toolbar indicates that the server started
successfully.

Click OK to close the SQL Server Configuration Manager.
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Starting Velocity

1.
2.

3.

If you have not already logged into Windows, start Windows now.
At the Log On screen, log on to Windows initially as
‘Administrator’ or as the person who installed Velocity.

Enter the administrator password specified when setting up the
administrator for Windows (see page 15), then click OK. The
Windows desktop appears.

The Velocity Service Control Manager (SCM) icon should appear
in the desktop tray at the lower right corner of the screen.
Right-clicking on the SCM icon pops up a menu that includes
commands to start or stop each service. For example:

o

Stop Velocity Security Domain Service

Stop Velodty DIGI*TRAC Metwork Service
Stop Velocity Edge EVO Service
Stop Velodty SQL Writer

Stop Velocity Server Extension Service

0th & @& &

Stop Velocity CCTV Service

i}

Stop Velodty Web Service

Exit -
- = B3 'O M 10:26 AM

The Velocity required services (which affect the SCM icon’s

appearance) are:

+ Velocity Security Domain Service

+ Velocity DIGI*TRAC Network Service

« Velocity SQL Writer (added in the Velocity 3.5 SP2 release to
offload database logging tasks)

The following additional services are required if you install

optional software components or integrations:

« Velocity Web Service (for the optional Velocity Web Services
Client)

+ Velocity Edge EVO Service (for the Edge EVO integration)

Starting Velocity
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The appearance of the SCM icon indicates which of the required
services for your system are currently running:

This icon: |Indicates:

ﬁj All of the required services for your system are
running. A green arrow appears.

ﬂ The Security Domain Service is running, but

one or more of the other required services for
your system is stopped. A red circle appears
around a green arrow.

j-I:IE:I All of the required services for your system are
stopped. A red square dot appears in place of
the green arrow.

Wait until the arrow turns green before proceeding. This can take
30 seconds or more after a reboot or manual restart.

If the Velocity SCM does not start automatically, click on the
Windows Start button and select either All Programs » Hirsch
Electronics Velocity > Service Control Manager (for an
upgraded installation) or All Programs » Identiv uTrust
Velocity > Service Control Manager (for a new installation).
The Velocity services should restart automatically.

Do one of these:

« If you indicated during the installation that you wanted the
Velocity shortcut icon to appear on the Windows desktop,
you can double-click this icon.

« For an upgraded installation, click on the Windows Start
button and select Start » Programs » Hirsch
Electronics Velocity > Velocity.

- Fora new installation, click on the Windows Start button and
select Start > Programs » ldentiv uTrust Velocity »
Velocity.

>
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The Velocity splash screen appears:

B ENTIV uTrust Velocity

Velocity 3.6

This wizard will guide you through the steps necessary to install and
configure your new Velocity 3.6 system.

To begin the installation process, click "Next'.

Starting Velocity
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Velocity Licensing

Licensing of Velocity software was introduced in the 3.5 release.

In response to customer feedback, the licensing scheme has been
simplified from four editions to two editions, and the pricing model
has been changed so that the price of the Velocity software is now
included in the system purchase. Starting with the 3.5 SP1.1 release,
the process of installing and managing Velocity has been further
simplified by eliminating the need to obtain a license key for the
Unlimited Edition of Velocity.

Velocity is now offered in two editions: Unlimited Edition (for
commercial customers), and FED Unlimited Edition (for federal /
government customers). The following table shows the features of

these editions.

Feature Unlimited Edition FED Unlimited Edition
Expiration Never Never
Number of Doors Unlimited Unlimited
Number of Clients Unlimited Unlimited
DVR Interface Yes Yes
CCTV Interface Yes Yes
CSRI Interface Yes Yes
Badging Yes Yes
Graphics Yes Yes
Email Writer Yes Yes
Serial Writer Yes Yes
Message Queue Writer No Yes

Velocity Certificate Service

Not applicable

Available separately

120

Velocity Licensing



MANO004-1115

Mapping of the Previous Licensing Options to the
New Licensing Options

The following table shows the mapping of the original 3.5 licensing
options to the two new editions of Velocity, which occurs when the
Velocity 3.5 SP 1.1 or 3.6 SP1 release is applied to an existing
installation of Velocity 3.5.

Previous Licensing Option ... ... maps to:

Velocity Workstation License

Velocity Workstation (WS8) Expandable

Velocity Corporate License

Velocity Corporate (CORP32) Expandable  Velocity Unlimited Edition
Velocity Enterprise Level 1

Velocity Enterprise Level 2

Velocity Enterprise Level 3

Velocity Demo License

Velocity Federal License Velocity FED Unlimited Edition

What’s Next

After installing Velocity, you will need to configure it to define your
particular physical access system. The general instructions for doing
so are provided in Velocity's online help system.

The following two pages provide a flowchart of the most useful
procedures for configuring and defining Velocity.
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Custom Active Directory User

& Group Names Setup
B

Velocity by default uses specific Windows User Groups and User
names for application and SQL authentication. The two Active
Directory group names it uses are: “Velocity Users” and “Velocity
Services". There is also one Active Directory user: “VelocityServices".

Depending on the installation, this user and groups will either be in
Active Directory on your domain controller, or they will be local to
your Velocity server. Where the user and groups reside depends on
whether:

+ Velocity and SQL are installed on the same computer, or
» Velocity and SQL are installed on separate computers.

When Velocity and SQL are installed on the same computer, the only
group that is created on the domain controller is the Velocity Users
group. The Velocity Services group and the VelocityServices user are
local to the Velocity server.

When Velocity and SQL are installed on separate computers, both
groups and the user are all located on the domain controller.

There are instances when you will not want to use the default Velocity
Users group, Velocity Services group, or VelocityServices user names.
Government organizations in particular often require the assignment
of unique user group names for every unit or department within the
organization.

This procedure should be performed by an IT
W professional thoroughly familiar with the

intricacies of SQL Server database

management and Windows Active Directory.
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Customizing a user group and user names is accomplished in several
stages:

1.

ook

©®No

Create a new custom users group to replace the “Velocity Users”
group, then assign members to it on the domain controller (page
127).

Create a new user to replace the VelocityServices accounts (page
132).

Assign SQL Logins for the new users group (page 135).

Assign new users group permissions to Velocity (page 139).
Enable Velocity operators to use the new users group (page
142).

Define login rights for Velocity services (page 144).

Enable the new users group to use Velocity services (page 150).
Install this custom version of Velocity on all relevant clients.
Assign permissions to folders and files that the new custom
service uses (page 156).

The remainder of this guide explains this multi-step procedure.

Hint:

The purpose of custom user and groups is to replace the defaults.
Making sure the new groups work before deleting the defaults is
strongly recommended. Because every installation is different, make
sure you review your existing default accounts to guarantee that the
new accounts have equivalent rights and permissions.
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Creating a New Users Group and
Assigning Members on the Domain

This section explains how to create a new users group and assign

members to it on the domain controller.

To create a non-Velocity named services group and assign

users:

1. In Administrative Tools, select Computer Management.
The Active Directory Users and Computers window appears:

_| Saved Queries

domain 1.qalabprimarydc.com
| Builtin

Computers

Domain Controllers
FareignSecurityPrincipals
ged Service Accounts

| |

[ Active Directory Users and Computers = E||5|
Ele Action View Help

¢ 7Fi0XDc=|Bal8aira%

| Active Directory Users and Comput | Name [ Type = | Desaription -

ﬂ?_,Allowad RODC Password Replication Group
2, Cert Publishers

Q&Damed RODC Password Replication Group
2, DnsAdmins

52, RAS and 185 Servers

8, ~@es% a0 L1072,
:’v!,demo group
i‘liDnsUpdaherxy

§2, Domain Admins

!lDomaln Computers

§2, Domain Controllers

52, Domain Guests

:’v!,Domaln Users

%Group Policy Creator Owners
2, KB6 10Groups

!lRaad-only Domain Controllers
52, 'KB6 10-Group’

82, 058789

£2, domain1-test

52, kB6 10Group2

£2,KB6 10Group3UD

$2, KB6 10Group4GD

§2, KB6 10Group5US

tha areon with 3 realh lena nama far factinn

4

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

Sacwiby Crovn

Members in this group can...
Members of this group are...
Members in this group can...
DNS Administrators Group

Servers in this group can ...

DNS dients who are permi...
Designated administrators. ..
All workstations and serve...
All domain controllers in th...
All domain guests

All domain users

Members in this group can...

Members of this group are...

Lo

2. Right-click the Users folder (in the left pane) and select New »

Group.
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The New Object - Group dialog box appears:

Mew Object - Group x|

% Createin:  domain 1.galabprimarydc. com Users.

Group name:

Group name (pre-Windows 2000):
Grotp SaE = o e Group type
" Domain local ¥ Security
' Global " Distribution
™ Universal

ok I Cancel I

3. Enter the name of the group you want to use (instead of the
Velocity Users group), then click:
« Group scope: Global
« Group type: Security
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The dialog box now resembles this example:

acme group Properties ﬂﬂ
General | Members | Member Of | Managed By |
B, o
Group name (pre-Windows 2000):
Desciption: |
E-mail: |
Groupscope ——————— | [ Group type
) Domain local 1+ Securty
= Global " Distribution
= Universal
Motes:
=
=
ok | Gacd | bpoy |
4. Click OK.

The new users group appears in the Users folder.

5. Right-click the new users group and select Properties, then click
the Members tab.
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The Members tab is displayed:

acme group Properties L ilil
"General  Members | Member OF | Managed By |
Members:
| Name | Acive Directory Domain Services Folder
Add... | Hemove |
0K I Cancel £pply

6. Click the Add button.

The Select Users, Contacts, Service Accounts, or Groups dialog
box appears:

Select User or Group

Select this object type:

IUseror Built4in security principal Object Types... |
From this location:

|HEmMm15 Locations...

Enter the object name to select (sxamples):

[ Lheck Names |

A | [ ok | cancad |

7. Click Locations and select this domain server's location.
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8. Do one of these:

+ Enter the name of the object you are seeking and click
Check Names. If the name is correctly entered, the name is
underlined.

« (lick Advanced and in the Common Queues section, select
a text string to find the required members. Click Find Now.
All relevant users appear in the search results. Select one or
more users.

9. Click OK twice.

The new users group with associated users appears in the Users
folder.

B Active Directory Users and Computers 1o x|
Eile  Action View Help
e ?Flid0ROc=zHAE2Z 5 TR
: Active Directory Users and Comput | Name | Type * | Desciption B
_ %Nlnwsd RODC Password Replication Group Security Group ... Members in this group can...
4 domain1.qalabprimarydc.com | §2 Cert Publishers Security Group ... Members of this group are...
Builtin i’;!)Demed RODC Password Replication Group Security Group ...  Members in this group can...
Computers 2, DnsAdmins Security Group ... DNS Administrators Group
Domain Cuntr.ol\ers . RRAS and [AS Servers Security Group ...  Servers in this group can ...
| ForeignSecurityPrindpals | gy ) o top ng =0 D25 <, Security Group ...
| Managed Service Accounts g2 4 5 N
" i %, demo group ecurity Group ...
- ﬂ’iDnsUDdatEPru}w Security Group ...  DNS dients who are permi...
ﬁ?_)Domaln Admins Security Group ...  Designated administrators. ..
.:"F)Dnmain Computers Security Group ... All workstations and serve...
57_,Dumair| Controllers Security Group ... All domain controllers in th...
I%Domaln Guests Security Group ... All domain guests
ﬂaanmain Users Security Group ... All domain users
%Group Policy Creator Owners Security Group ...  Members in this group can...
:’RJKEG 10Group6 Security Group ...
ﬁi)REadﬂn\y Domain Controllers Security Group ... Members of this group are...
_%acme group S ity Group ..
ﬂa'KBGlU-Group‘ Security Group ...
:'S'l)(l #508) Security Group ...
g’_,dumain 1-test Security Group ...
:’R_,KEG 10Group2 Security Group ...
:?)KEE 10Group3UD Security Group ...
£2, KB6 10Group4GD Security Group ... 5
. | B msences p—— | _'I_I
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Creating a New Services Account

This section explains how to create a new services account and assign
permissions to it on the local Velocity server.

To create a new services account on the local Velocity server:
1. Right-click on My Computer (or Computer) and select Manage.
The Server Management screen appears.

2. Expand Configuration to reveal Local Users and Groups.
3. Right-click on Users and select New User.

The New User dialog appears:
2|

User name: I

Full name: I

Description: I

Password: I

Confirn password: I

¥ User must change password at next logon
= Wser cannnt change pesswond

7| Bassword reser evnies

[T Account is disabled

Help Lreate I Close |

4. Enter the new user name and the password.

5. Make this user a member of the administrator group on the
Velocity server (not a domain administrator).

6. Click Create, then click Close.

7. Right-click on the user you just created and select Properties.
The Properties dialog appears.

8. Click on the Member of tab, then click the Add... button.
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The Select Users, Computers, Service Accounts, and Groups
dialog appears:

Select Users, Computers, Service Accounts, or : ed |

Select this object type:

IUsers. Service Accounts, or Groups Object Types...

From this location:
Idomain‘l .galabprimarydc com Locations...

Enter the object names to select (examples):

1E

Lheck Names

}_\dvanced...l ok | Cancel |

A

9. C(lick Locations and specify the local server, then click OK.
10. For the ‘Enter the object names to select’ field, do one of these:
+ Enter Administrators and click Check Names. If the name is
correctly entered, the name is underlined. Click OK twice.
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« (Click Advanced... and in the Common Queues section,
select a text string to find the administrators group. Click
Find Now. All relevant groups appear in the ‘Search results
window. Select the user you require. Click OK twice.

]

Select User or Group : llil

Select this object type:

IGroup Object Types...

From this location:
Idomairﬂ .qalabprimarydc .com Locations..

Con'u'non[lueﬂesl

Name: [Starts with =] acme ﬂl
Stop |

Description: IStarts w'rthj I

[T Disabled accatnts
= | Hian expiting passwand

—
[raps since last logon: I 'l >

!
-y

oK | cancel |
Search results:
MName (RO} Diescription In Falder

t3Cme group domain1.galabpr...
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Assigning SQL Logins for the New Users
Group

This section explains how to assign the necessary SQL logins, from
the computer on your system that contains SQL Server and the
Velocity database.

To assign a login for this new users group:

1. Open SQL Server.
The Microsoft SQL Server Management Studio appears.

2. Expand the Security folder, then right-click the Login folder and
select New Login...

The Login - New dialog appears:

- =loix|
; L S st - [ Heb
2 General
2 Server Roles ; ) Search
127 User Mapping L0 feme | ;I
1 Securables & Windows authentication
2 Status " 5QL Server authentication
¥ Use ¢ logis
" Mapped to cetificate I A%
£~ Mapped to asymmetric key I j
I™ Map to Credential | O
Mapped Credentials [ Provider |
Server:
HECQA-780-15
Connection:
ENGINEERING" Administrator
3 Miew connection properties
Ready Default database: lmagter j
Default language: l:default: j
ok | Conce |
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3. Forthe Login name, click Search.
The Select User or Group dialog box appears.

Select User or Group i : llll

Select this object type:

IUser or Built-n security principal Object Types... |

From this location:
IH ECQA-780-15 Locations. .

Enter the object name to select (eamples):

[ Lheck M ames

ﬂdvanced...l ok | cancel |

[H] % Users

ok | cacel |

5. Click Locations and select the domain server where the newly
defined users group resides, then click OK.
6. Do one of these:
+ Enter the users group name you are seeking and click
Check Names. If the name is correctly entered, the name is
underlined. Click OK.
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« (lick Advanced and in the Common Queues section, select
a text string to find the required group. Click Find Now. Al
relevant users groups appear in the ‘Search results’ pane.
Select the one you want. Click OK.

Select User or Group : : ﬂﬂ

Select this object type:

IGmup Object Types... |

From this location:

Idomaim .galabprimarydc.com Locations.. |

Common Queries I

Name: IStarts with j Iacme Columns... |
Descripion: [ Starts with =] |
[7 Disabled aceounts Siop |

= Flar expinitin passwand

Days since last logarn: I Vl 7{—.;'
oK | cancel |
Search results:
Mame (RON) Description In Folder

tacme group domain1.qgalabpr...

The users group appears in the ‘Login name’ field.
7. Click Server Roles in the left pane.
The Server Roles page appears.
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8. Select the public and sysadmin check boxes, as shown in this
example:

9. C(lick User Mapping in the left pane.
The User Mappings page appears.

10. Select the Velocity check box in the top pane.
11. Click OK.
12. Click Create, then Close.
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Assigning the New Users Group
Permissions to Velocity

This section explains how to assign the new users group permissions
to the Velocity directory.

To assign the new users group permissions to Velocity:

1. On the Velocity server, open Windows Explorer.

2. From the Program Files (x86) folder, select Identiv and then
Velocity.

3. Right-click the Velocity folder and select Properties.
The Velocity Properties dialog box appears.

4. Select the Security tab, then click Edit.

5. In the 'Permissions for Velocity’ dialog box, click Add.

The ‘Select Users, Computers, Service Accounts, and Groups'
dialog box appears.
6. If required, click Locations and select the domain server, then
click OK.
7. At the ‘Enter the object names to select’ dialog box, do one of
these:
+ Enter the users group name you are seeking and click
Check Names. If the name is correctly entered, the name is
underlined.
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 (lick Advanced and in the ‘Common Queues’ section,
select a text string to find the required group. Click Find
Now. All relevant users groups appear in the search results.
Select the previously-defined users group.

Select User or Group ed B

Select this object type:

IGmup Object Types... |

From this location:

Idomain 1 galabprimarydc.com Locations... |

Common Queries |

Name: IStarts with j Iac:me Columns... |
Description: [Stars with »| |
[7 | Bizabled acootints = |

= i exminitg passwiand

e
Diays since last logon; I 'l 7‘-/

[
ok | cancel |

Search results:

Mame (RON) Description In Folder

domain1.galabpr...

8. Click OK.

The ‘Permissions for Velocity' dialog box reappears, with the
selected users group highlighted.
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9. Inthe 'Permissions’ area at the bottom of the page, select every
‘Allow’ check box except for the ‘Full control” permission, as
shown in this example:

. Permissions for Velocity : ll

Security I

Object name:  C:\Program Files (x86)\Hirsch ElectronicsVelocity

Group or user names:

E&acme group (DOMAIN1 acme group) j

2 CREATOR OWNER

2, 5YSTEM

:\'9 5-1-5-21-1206354550-2393734851-1773457217-1001

52, DemoServicesGroup (HECQA-T3500-1 ﬂ‘-.DemoServicesiclll
»

< |
Add... | Bemove |
Permissions for acme group Allow Deny
Full cortrol O O =
Modiy (]
Read & exscute O
List folder contents o —
Read o .

Leam about access cortrol and pemmissions:

ok | Gancdl | pooby |

10. Click OK.
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Enabling Velocity Operators to Use the
New Users Group

This section explains how to enable Velocity operators to use the new
users group.

To enable Velocity operators to use the new users group:

1. At the Velocity server's desktop, right-click on the Velocity Service
Control Manager icon in the tray and select Properties.
The Velocity Settings dialog box appears.

2. Select the Advanced option in the left pane, then select the
‘Custom Velocity Users Group Names' check box:

Bl velocity Settings... : x|

—Advanced Settings

System
CETY v Synchronize Yelocity database with controllers
- D atabase
- M etwork,
- Dliagnostics [~ Ernable event level description customization
- &dvanced
-YWeh Server

¥ Custom Velocity Users Group Mames

[~ Enable address level description customization

[~ Enable Alarm as Event only customizatior:

[T Restrict alams and events uzing Yelocity Roles

™| Escalate alarms & events outside Foles

Escalate after |3U :I Iseconds 'l

[ Enable detail Operator logging [Fequires clisnt restart)

Cold-start/CCM Replacement Dptions
’7 [~ Download controller settings

I™ | Dowrload credentials

Help | Ok | Cancel

A warning message asks if you want to proceed.
3. Click Yes, then click OK twice.
Open Velocity.

5. From the Administrator pane, select Velocity Configuration
then Operators.

>
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Because you have ceded control for creating operators to Active
Directory by selecting Custom Velocity User Group Names in the
Velocity settings, you must use an existing operator previously
created in Active Directory.

6. In the right pane, double-click an existing operator name. This
operator name must already be resident in Active Directory.

The Operator Properties dialog box appears.

In the ‘Name' box, enter a name for this operator.

8. Inthe ‘Domain’ list, select the domain where the newly-defined
users group resides.

9. Fill out all other fields and roles as required.

10. Click OK.

11. Add other operators to this domain as required.

~
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Defining SQL Login Rights for Velocity
Services

This section explains how to define SQL login rights for Velocity

services.

To define the SQL login rights for Velocity services:

1. From the computer on your system that contains SQL Server and
the Velocity database, open SQL Server.
The Microsoft SQL Server Management Studio appears.

2. Expand the Security folder, then right-click the Login folder and
select New Login...

The Login - New dialog box appears:

i =loix
; 5 Serpt ~ [y Help
44 General
. Server Roles 5
128 User Mapping i —ISgarch...
f Secursbles * Windows authentication
- .
15 atus € S0L Server authentication
] =
F
F
F U et lagi
' Mapped to cedificate | =l
1~ Mapped to asymmetric key | _v_|
" Mapto Credential I =] ad
Mapped Credertials Credartial | Brvwider |
Server:
HECQA-780-15
Connection:
ENGINEERING Administrator
27 View connection properties
Ready Default database lmasler L‘
Defaul language l:default) j
coes

3. For the Login name, click Search.
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The Select User or Group dialog box appears.

e

2]

Select User or Group

Select this object type:

IUseror Builtin security principal Object Types... |
From this location:

|HECCI.1\—?8[I-15 Locations...

Enter the object name to select (zamples):

[ LEhechk M ames |

Advanced... [k I Cancel

4|

4. Click Object Types, select the ‘Groups’ check box, and then click

21
Select the types of objects you want to find.
Object
O
%Gmups
O & Uses
ok | cace |

5. Click Locations and select the local Velocity account, then click
OK.
6. Do one of these:
«  Enter the users group name you are seeking and click
Check Names. If the name is correctly entered, the
name is underlined. Click OK.
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«  Click Advanced and in the ‘Common Queues’ section,
select a text string to find the required group. Click Find
Now. All relevant users groups appear in the search
results. Select the one you want. Click OK.

Select User or Group : : ; illl

Select this object type:

IGmup Object Types. .. |

From this location:

Idomairﬂ .galabprimarydc.com Locations.. |

Common Queries I

Name: IStarts with j Iac:me Columns... |
Description: [Stars with =] |
[T Dizabled acoatints Stop |

= Wi exminitig passwand

Days since last logan: I 'l s
oK | Ccancel |
Search results:
Mame (RODN) Description In Folder

E3cme group domain1.galabpr...

The users group appears in the ‘Login name’ field.
7. Click Server Roles in the left pane.
The Server Roles page appears.
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8. Select the dbcreator, public, and sysadmin check boxes, as
shown in this example:

P alix
- - g

9. C(lick User Mapping in the left pane.
The User Mappings page appears.
10. Select the Velocity and msdb check boxes in the top pane.
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11. In the Database role membership pane, check these members:

«  For Velocity: db_backupoperator and public, as
shown in this example:

_ aloix
- - Tt = ek
# S Pk s
- b8 Uy g Fun ogn
+ tacuntine e | Deishase T e I 1
# Sunn T e |
e
B [ Te e — Bl
L
B [ty | HOE34 13500 15 sersoen mocnet =l
|
|
|
r ‘
e s
[
¥ & backspopents
 dates
ey
s
e
i
@ scastyacinn
¥ mile
_
S
FECTATISO0 10 HRSCH
Corrmcter
CEMAN T adrraor
T p—
e
Pty
= [
4
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«  For msdb: public, SQLAgentOperatorRole,
SQLAgentReaderRole, and SQLAgentUserRole, as
shown in this example:

S X
FECOA TS0 9P HECH e opertor
Zareder
COAAN T akrvsar

& om correcion oropeey

12. Click OK.
13. Click Create, then click Close.
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Enabling the New Users Group to Use
Velocity Services

This section explains how to enable the new users group to use
Velocity services on the Velocity server.

To enable the new users group to use Velocity services from
the Velocity server:

1. Right-click My Computer (or Computer) and select Manage.
The Server Manager appears.

2. Expand the Configuration object and highlight Services.
The Services that are running on this computer appear:

[E. Server Manager ] ]
file Acon View Help
[Bloz[HEl> muwp
[l % Disgnostics SeuiEd e i S More Actions »
B g configuration . Velodity Security D... Started  Automatic .\pemo
Task Scheduler ", SQL Server (HIRSCH) Providesst... Started  Automatic .\pemo
% windows Firewall with Adve | 5 Veloity Extension ... Started  Automatic .\pemo S A Y
" Services % Velocity DigiTrac Ne. .. Started  Automatic .pemo
5 W1 Control 5 WInHTTP Web Prox... WinHTTP ... Manual Local Service
5 & Local Users and Groups (.}, Diagnostic Service ... The Diagno... Manual Local Service
{3 storage % Windows Color Sys... The WesPl... Manual Local Service
S Windows Time Maintsins d... Started  Manual Local Service
CiUPMP DeviczHost  Allows UPn... Disabled Local Service
i, Thread Ordering Se... Provides or... Manual Local Service
5, TPMBase Services  Enables ac... Manual Local Service
%4 Secure Socket Tun... Provides s... Manual Local Service
% 55DP Discovery Discovers ... Disabled Local Service
(5QLServerBrowser  ProvidesS.. Started  Automatic Local Service
J, 5PP Notification Ser... Provides ... Manual Local Service
L5 SNMP Trap Receives ... Manual Local Service
i}, Smart Card Manages a... Manual Local Service
“J Remote Registry Ensblesre.. Started  Automatic Local Service
i Performance Logs ... Performan... Manual Local Service
- Performance Count... Enablesre... Manual Local Service
*; Network Store Inte. This servic. Started Automatic Local Service
+; Net.Tcp Port Sharin... Providesa... Started Manual Local Service
GiMNetTeplistener A.. Recelvesa.. Started  Automatic Local Service
i Network List Service  Identifies Started  Manual Local Service
CiNetPipelistener A... Receivesa.. Started  Automatic Local Service
Windows Firewall Windows Fi... Started Automatic Local Service
# TCP{IP NetBIOS He... Providess... Started Automatic Local Service
% Link-Layer Topolog... Createsa... Manual Local Service
< Windows Presentat... Optimizes ... Manual Local Service
CiWindowsFontCac... Optimizes... Started  Automatic(D... Local Service
ZJ; Function Discovery ... Publishes t... Manual Local Service
&4, Function Discovery ... The FDPH... Manual Local Service
J Microsoft Fibre Cha... Reqisterst... Manual Local Service =
4 | ¥ Extended ), Standard
\

150

Enabling the New Users Group to Use Velocity Services



MANO004-1115

Depending on whether your Velocity system includes optional
software components or integrations, the following
Velocity-specific services could be running on this computer:
+ Velocity CCTV Service

« Velocity DigiTrac Network Service

« Velocity Edge EVO Service

« Velocity Extension Service

+ Velocity Security Domain Service

+ Velocity SQL Writer

+ Velocity Web Service

 SQL Server (Hirsch)

For each of these services, perform Steps 3 through 9.

This procedure applies to installations where SQL Server
2008 R2 Express is being used, and might not apply to
full installations of SQL Server 2008.

3. Right-click on the service and select Properties.
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The Service Properties dialog box for the specific service appears,
like in this example:

Velocity CCTV Service Properties (HECQA-T3! : x|

Description: ‘ Iz
=

Path to executable:
C:\Program Files (86)\Hirsch Blectronics'\Velocity \HECP MSrv exe

Startup type: IAutomatic j

Help me configure service startup options.

Service status:  Started

Sitart | Stop I Pause Hesume

You can specify the start parameters that apply when you start the service
from here.

Start parameters; I

QK I Cancel Aol

4. Click the Log On tab.
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The Log On tab is displayed:

Velocity CCTV Service Properties (HECQA-T:

"General Log On IHecov'er_',.rl Dependenciesl
Log on as:

" Local System account
I il service bo interack with deskion

Help me corfigure user accourt log on options.

Click This account, then click Browse.
The Select User dialog box appears:

Select this object type:

IUser or Builtdin security principal Object Types... |

From this location:
IHECQA—TSBDD—‘ID Locations. .

Enterthe object name to select (gxamples):
[ EheckMames

il

gdvaneed...| ok | Cancd |

%

For the ‘Enter object name to select’ field, do one of these:
+ Enter the user's name you created and click Check Names.
If the name is correctly entered, the name is underlined.
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 (lick Advanced and in the ‘Common Queues’ section,
select a text string to find the required user. Click Find Now.
All relevant users appear in the ‘Search results’ pane. Select
the new user.

2]

Select this object type:

IUser or Builtin securty principal Object Types... |
From this location:

|HECQA—T351)D-1D Locations... |

Common Gueries |

e IS!_ar!su;ilhj I Calums... |

[escrption; IStar?_s with

= Wizabled accounts g |

I Won expiing passwend

I
Lraps since lastlogon: I vl 3

op
oK | Cancel |

Search results:

Name (RDN) In Folder

! HECQAT3500
9, Administrator  HECQA-T3500-10
&, Demo HECQA-T3500-10
2Guest HECQA-T3500-10
&, KB610Services HECQA-T3500-10
2 LOCAL SERV...
HE NETWORKS...

8} services acco... HECQA-T3500-10

3500-10

=
Only one user can start a service. You cannot define
more than one user per service.
7. Click OK.
8. Enter and confirm the password for this account.
9. Click Apply.

A message may appear for the first service. If it does, simply click
OK to proceed.
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10. For each Velocity-related service listed in Step 2, perform Steps 3
through 9 to make the same modification.
11. Return to the Server Manager Services page.
12. Stop and restart each of the Velocity-specific services running on
this computer, in the following order:
» SQL Server
« Velocity Security Domain Service
« Velocity DigiTrac Network Service
+ Velocity SQL Writer
+ Velocity Extension Service
+ Velocity CCTV Service
+ Velocity Web Service
+ Velocity Edge EVO Service
To stop each service, right-click on the service and select the
Stop option.
To restart each service, right-click on the stopped service and
select the Start option.

The services will now start with the new users group account.
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Checking File and Folder Permissions

This section explains how to verify the permissions of the new
account that starts the Velocity services. In particular, it enables access
to the Velocity database archive files.

To check that the relevant files and folders include the
required permissions:

1. On the client computer, open Windows Explorer.

2. Expand the root drive (normally C:) to reveal Program Files
then Microsoft SQL Server then MSSQL10.50.Hirsch then
MSSQL then DATA.

=10/
‘G\_ﬁ || - Computer - Local Disk (C:) ~ Program Files - Microsoft SQL Server -~ MSSQLI0_SO.HIRSCH ~ MSSQL ~ DATA v &3 | searchoaTa \EJ
Organize ¥ Incudeinlbrary v  Sharewith v  Bun  New folder = - 0 @
B videos 2l rames Date modified | Type Size | |
5188 Computer [ master 8/10/2011 2:48 PM SQL Server Databa... 4,096 KB
B8 Local Disk () | mastiog 8/10/2011 2:48 PM SQL Server Databa... 1,024 KB
Hyperterminal Win7 [ mode! 8/10/2011 2:48 PM SQL Server Databa... 1,280 KB
inetpub [ modellog 8/10/2011 2:48 PM SQL Server Databa. 512KB
B s Perflogs [ MsDEData 8/10/20112:48PM  SQL Server Databa... 12,415 KB
Elldl Program Hes |l MsDBLog 8/10/20112:48PM  SQL Server Databa... 512k
Common Files
- [ tempdn 8/15/2011 10:46 AM  SQL ServerDataba...  265,344KB
Sl mircofesh server [ templog 8/12/2011 10:52AM  SQL Server Databa... 7,616 KB
a0 s [ velodity 8/16/20118:41AM  SQL Server Databa... 768 KB
50 | velodity 8/11/20114:18AM  SQLServerDataba... 560,000 KB
100 B VelocityArchive220112500 1PM 8/2/2011 2:50 PM 5QL Server Databa... 8,192KB
Bl M55QL10_S0.HIRSCH & velocityarchives2201125001PM_log 8/2/2011 2:50 PM SQL Server Databa... 1,024 KB
2 mssq
Backup
Binn —
Instal
088
Log
Template Data
Upgrade
Microsoft Visual Studie 9.0
[ | Miosoft.NET =l
12 tems

3. Identify those folders and files that the custom users account will

employ. For each one, perform Steps 4 through 8.
4. Right-click on a folder or file and select Properties.
5. In the Properties dialog, click the Security tab.
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A dialog box like this example appears:

" General I Sharing  Security | Previous Versions | Customize I

Object name:  C:\Program Files"\Microsoft SQL Server\MSSQL10,

Group or user names

52, 5YSTEM
£2, 501 ServerMS 5QL UserSHECQA-T3500-10SHIRSCH (HEC...
‘73‘ Administrators (HECGA-T3500-10"Administrators)

To change permissions, click Edit. Edit._.

Permissions for CREATOR
OWNER Allow Deny

Full cortrol

Modify

Read & emecute
List folder contents
Read b
Write hd

For special permissions or advanced settings, Ad = |
click Advanced. e

Leam about access control and permissions

|»

X

lTl Cancel | Apply

6. Select to highlight each user and users group assigned to the

custom users group. In the Permissions pane, inspect the
permissions assigned to each user or group. All relevant entities
should have all permissions except ‘Full control’ checked.

If all permissions (except ‘Full control) are not checked, click

Edit.

Checking File and Folder Permissions
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A dialog box like this example appears:

. Permissions for DATA x|

Sec:.n'ityl

Object name:  C:\Program Files"Microsoft SQL Server\MSSQL10,

Group or user names:

2, SYSTEM

Pemissions for CREATOR
OWNER

52, SQLServerMS SQLUserSHECQA-T3500-108HIRSCH (HEC...
‘?_ﬂAdministlators {HECGQA-T3500-10"Admiristrators)

Full cortrol

Modify

Read & execute
List folder contents
Read

Leam about access control and pemissions

o ]

Cancel | Apply |

8. Select each check box (except ‘Full control’) in the Allow column
of the Permissions pane, then click OK.

Repeat Steps 4 through 8 for each required folder and file.
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