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The following walkthrough covers the steps required to upgrade the firmware for the Secure
Network Interface Board (SNIB3):

Updating the Firmware on a SNIB3 installed
in a Hirsch Mx Multi-Door Controller

Requires: ICPAM 3.0.1(0.3.13) Installed

o Proceed to the Image Manager to upload the firmware to the server
B "ENTIV Connected Physical Access Manager

Events & Alarms = Users ~ D= Admin * Reports = Options = Help -

m— — applic Swstem Configuration

H B o
- Application Properties /| Map Editor
- Hardware Plug-ins Ve Q Badge Designer

- Languages — 3 Image Manager
Java F‘raperh?as {52 EDT Administration
i JDBC Properties _
"W BZ) EDI Manitoring rE-icpanm

- @ Credential Watch Levels
£ URL Actions
ﬁ Credential Yalidity Types
E‘f_' Error Monitoring

L Custorm Figld Tabs

o Unzip the supplied firmware file to see the included .dat file.
o Locate the folder the file was unzipped to

o Select the .dat file and click Upload

e The uploaded file will appear on the right hand side

TFTP server: |10.1.1.157 Default

Lacal: Remote:
| |~ |[ciProgram Files (x86)iIdentiv @) |
Marme I Size | Dake | Mame | Size | Date I |
uj 1 cpam system wed Apr 19 1... SMIES_FW_02_01_0025.dat 859694 Wed Jun 28 1...
JicraM_z.2.0_0.3.12 Fridun 16 12:...
(J1cPam_3.01(3.13) ThuJul 13 10,
(J1CPAM_Lino_Test_IP_150 Thu Jul 13 08...
I],j ICPAM 3.0,1(0,3,13) Upgrade Fri Jun 23 16:...
[ 1CPAM3. 020thApril wed 012 1.,
ﬂ,’] ICPAM30HOEFTx42017 _noLan. .. Thu Jun 150,
I],j ICPAMLanguagePack_old ThuJun 150,
(1CPaP wapPk 420 Mo May 22 ...
SNIB3_FW_D2_01_0025.dat  GE9604 Wed Jun 28 1.

= Upload! Download
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Next, select Doors > Hardware Tree

[ ]
1ected Physical Access Manager
Events & Alarms - Usd=> Doors =+ Admin * Reports = Options = Help -
= -
application Properties &f‘t, DoorfLocation-based Hardware:
-Hardware Plug-ins Templates 3
-Languages ) J§L Access Polides 4
>
" [ Edge Policies » Jppart-icpam
g Device Status (Al
[?:5 Device IO Rules
f@ Device Groups
| Generic Readers
o Within the Hardware Tree, select the Mx Controller to upgrade. Make sure that the
controller is online and ready to have the update applied.
El’l‘.;"."fa M Driver [Starked]
-G fino_ME4_Elev - Mé4 TP [Online]
= 5 IF [Oriline]
=- MG best panel - Mx-5 IP Doar 1 [Online]
= Mxd test panel - Mx-5 IP Door 1 - Door Contact [Online]
ﬁd IS test panel - Mx-5 IP Door 1 - Lock [Onling]
:[L IS test panel - Mx-5 IP Door 1 - Reader [Online]
153 Mxa test panel - M-8 IP Dacr 1 - REX [Orline]
Ia M8 test panel - Mx-8 IP Door 1 - Tamper [Online]
- "J,‘ M test panel - Mx-3 IP Door 2 [Online]
o Next, right click on the controller and select Advanced > Download Firmware

L Loy Lo o

=143 W Driver [Started]
- lina Me4 Elev - Med TP
LD

Enabled: Yes
Laocation:
Cnline]
I
g B o= Time

~ Extended Status

sk panel

1P Address; 10.1.1.180

= "fJ M8 test panel - ¢, £ Download Configuration MaC address:

{4 M8 test panel - M @ Download Al Hast name;

B M@ test panel - M @ Reser Controller ID: 1

i matestpanel-m g Controller type: Mx3
Tmwsuestpanel -1 o e and User Credentiols Application version: 7.5.36

j, Mx& test panel - Mx-3
"} M@ test panel - M

CCM BIOS version:

£ Reset All Card Holder Status

7 W test panck e Advanced " UU;
" .04,
A 8 et
7, M test panel - Mx-g | = View Recent Events... Version date: 10/26{201
BE, W test panel - Expar SHovinlMaps Date/time: 7/13/2017
HE, 1 test panel - Onbo: M8 Mew Expansion Boards... Cards loaded: 5/ 4096
I!‘ M8 test panel - Expar j Mew Slave Door... Tarnper monitor: Tarmper Sy
£l-§34 EM-100 Driver [Started] & Edt... Paower monitor: Mormal | A
1;,‘5 Historical Events Driver [Starte (@] pisabie Biattery monikor: Narmal | A
i Automation Driver [Started]
M Delete

i Warkstations
7 Save As Wizard Template. ..

7 Export as ¥ML...
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« The following dialogue box will appear with the built-in ICPAM TFTP server pre-filled.
Click Browse.
Download Firmware EI
Image name: | 5 Browse. ..
TFTP server: | 10.1.1.157
Path: |
oK I Cancel I
« Select the firmware image uploaded, click OK.
croETT T
pansion
board € [ Fila Name |'trnane Name | versinn |
p 2_01_0025.dat SMNIB3_FW 02.01.0025
|
ted]
L = Concel |
« All fields will populate with the appropriate values. Click OK to initiate the firmware
upgrade process. IMPORTANT: Do not power cycle the controller during this process!
x|
Image name: ISNIBS_FW_D2_UI_UD25.dat
TFTF server: | 10.1.1.157
Path: | [tftpboot/SMIBS_FWw_02_01_D025.dat
— oK | Cancel |
FEUSUIPEY [N . | | 1Al
« Note the status of the controller in the Hardware Tree will show Downloading and then

go Offline as the controller restarts.

EHQ; IMx Driver [Started]

= lino Me4 Elev - M6 IP [Online]

ER} I t panel - Mx-8 IP [OFfline]

- 74 Mxd test panel - Mx-8 IP Door 1 [Offline]
Lo B M8 kest panel - Mx-8 IP Door 1 -
|'b‘ MMxd test panel - Mx-8 IP Door 1 -
ﬂ M3 kest panel - M-8 IP Door 1 -
E} IMx& kest panel - Mx-5 IP Door 1 - REX [Offling]

: L Mx& kest panel - Mx-8 IP Door 1 - Tamper [OFfling]
:i MxE test panel - Mx-8 IP Door 2 [Offline]

:i M:xE test panel - Mx-8 IP Door 3 [Offline]

:i MG test panel - Mx-8 IP Doar 4 [Offline]

Lock [Offline]
Reader [Offline]

Door Caontact [OFfline]

+ Status

|
Status: Offline
Mame: MxE test panel - Mx-5 IP
Type: Mx Controller
Model: M-8 IP
Parent; Mx Driver
Address: 1
Enabled: Yes
Location;

[ T T,
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e Once the controller comes back online, the status will change from RED to GREEN:

31‘2,1 M Driver [Started]
- lino M64 Elev - ME4 IF TOnline]
EfE 8 test panel - Mx-8 IP [Online;

| MG test panel - Mx- IP Door 1 -
1q M3 best panel - Mx-8 IP Door 1 -
[Mx8 test panel - Mx-8 IP Door 1 -
Eg, M5 test panel - Mx-5 IP Door 1 -
- §4 M5 test panel - Mx-5 TP Door 1 -

-

Mt test panel - Mx-g L Door 1 [Online]

:j, Mx8 test panel - Mx-8 IP Door 2 [Online]
:j, Mx8 test panel - Mx-8 IP Door 3 [Online]
:j, Mx8 test panel - Mx-& IP Door 4 [Online]
:jl, Mx8 test panel - Mx-& IP Door 5 [Online]

L] . . El

* Status

Door Contact [Online]

Reader [Online]
REX [Online]
Tamper [Online]

Status:
Mame:
Lock [Online] Type:
Model:
Parent:
Address:
Enabled:
Location:

M6 test panel - Mx-8 IP
M Controller

I Driver

 Extended Status

« Verify the firmware update was successful by reviewing the Extended Status on the right
side of the Hardware Tree after selecting the controller just updated:

EI“Qg M Diriveer [Started]
= lina M4 Elev - Ms4 TP [Online]
E|f i test panel - Mx-5 IP [Online]

4 MxB kest panel - Mx-5 IP Door 1 [Online]

{ B x5 test panel - Mx-& IP Door 1 - Deor Contact [Online]
; 'ﬁd M8 test panel - Mx-3 IF Door 1 - Lock [Onling]
Ix8 test panel - Mx-8 IP Door 1 - Reader [Online]
Eg, I8 test panel - M-8 IP Door 1 - REX [Cnline]
e B4 M3 test panel - Mx-5 IP Door 1 - Tamper [Orline]

Location:

+ Extended Status

IP Address: 10,1.1,160
MAC Address:
Host name:
Controller 100 1
Controller bype: Mxa

- :j, M5 best panel -
:j, M5 best panel -
:j, M best panel -
MxE kest panel -

M-8 IP Door 2 [Cnline]
M- IF Door 3 [Cnline]
-8 IP Door 4 [Cnline]
M-8 IP Doar 5 [Onling]

Application version:
CCM BIOS version:
SMIBE3 Firrmesare:
o5

Drriver:

7.5.30
7.5.25
02.01.0025
01.04.0000
01.05.0002

-
LaLs

Mx8 kest panel - Mx-8 IP Door 6 [Cnline]
- ™4 Mx& best panel - Mx-8 IP Door 7 [Cnline]

version date: 10/26/2015

« In addition, after updating the SNIB3 firmware, the Mx Controller REQUIRES a factory
reset to clear program configurations and the user database. To reset the controller, hold
down the BLUE button above the 28V DC power supply connection for 30 Seconds.

V-\

Igl.
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Once the controller completes the reset cycle, the Mx Controller(s) will need to have all
data re-downloaded to ensure proper functionality. Right Click on the Controller and
Select Download All.

(=)-43% Cisco Gateway Driver [Started] Status: Online

£ awcontroller_FOC12428175 [Up] Mame: M8 test panel - Mx-8 1P
43 EDI Driver [Started] Type: Mx Controler
1435 Logical Driver [Started] Plodel: M-8 1P
" Gwi_Dri [up] Parent: Mx Driver
4 cory test [Up] address: 1
) Lackanly Daor [Lp] Enabled: "es
=144 M Driver [Started] Location:
5 lina M54 Eley - M64 1P [Oniine]
& nel - Fx-8 1P [Onling = EiEilcctin
=+ 4 M@ test panel - M-8 IP De s St Time: Address: 10.1.1,160
M8 test panel - Mx-8 1 o Download Confiouration address:
M@ test panel - M-8 1 ] st riame:
I ek panel - M0 1 o2 roller ID: 1

—[23 M test panel - M-t 1
- 1, e test panel - Mg 1 BT TR

1 [P, M test panel - Meefi 1P De 148 Clear Tezone and User Credentials
B "} Mic@ test panel - M5 IP De 8 Reset All Card Holder Status _

B Mo test panel - Mx-8 1P De Advanced firmware: 02.01,0025
£ M test panel - Mx-8 IP De ©5: 01.04.0000
Bl " M@ test panel - Mx-8 [P Dc 8 Wew Device Status... Driver: 01.05.0002
B

B

B

&

ller bype: Mx8
I version: 7.5.36
S version: 7.5.28

LaLal

"
=
=
™

L

¥

-
-
-

L3

- "4 Mo best panel - Mhefi TP D () Yiew Recent Events, . sion date: 10j26/2015
B, M3 test panel - Expansion Show 1 Maps ateftime: 74132017 16:46:49 Pacific Standard Time

#1 B, 1 tost el - Onbinard C B8 sy Expanson Bosrds... ks loaded: 2304 / 2304
7 B8 tva tect nanel - Fynansion o r manibnr: TAmner Swibch Onen | Ser e

To ensure the Controller is online and operating correctly, the clock located in the
Extended Status window will increment every 2 seconds.

If any assistance is required on upgrading the firmware or if the controller does not come back
online, please contact our support team via email at support_icpam@identiv.com.
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