I1DENTIV

Identiv Connected Physical Access Manager
(ICPAM) version 2.2(0.3.12) HOTFIX
02/28/2017 Release Notes

This document contains important information about the ICPAM software version
2.2.0(0.3.12) HOTFIX released Feb 28, 2017, including an overview of release scope,
policy and procedures, and exclusions and an explanation of resolved issues and caveats.

To access the most current version of the ICPAM Hotfix, please complete and submit the
ICPAM Software Request form and select the version for 2.2.

ICPAM 2.2 (0.3.12) HOTFIX 02/28/2017 Release Notes Page
1of5


https://www.identiv.com/icpam/register
https://www.identiv.com/icpam/register

Table of Contents

Identiv Connected Physical Access Manager (ICPAM) version 2.2(0.3.12) HOTFIX
02/28/2017 Release Notes

Upgrade Paths
Resolved Issues and Caveats

Caveats
Resolved Issues

Upgrade Paths

This hotfix is strongly recommended for all customers deploying either EM-100
Controllers and/or Cisco Physical Access Gateways.

The following upgrade paths to ICPAM 2.2.0(0.3.12) are supported:

e [CPAM 2.2.0(0.3.12) to ICPAM 2.2.0(0.3.12) HOTFIX 02/28/2017
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Caveats

Resolved Issues and Caveats

Resolutions for these issues are currently being investigated and will be scheduled
for a future release unless specified.

Identifier Title

CSCuv50557 Advanced Gateway options not seen in single screen badge
wizard.

CSCu083272 CPAM MySQL bin files occupying the entire space when Standby is
absent.

CSCul35210 CPAM Client does respond when viewing Sanity Report, “Badges -
Added (or changed) since the most recent download”.

CSCul62691 CreateTEC API allows pushing to parallel location objects for a
profileUser.

ICPAM-98 In Access Level, Cisco doors don't disappear from left when
moved to right col

ICPAM-120 Enable missing from Access Policies right-click / context menu on
a disabled Access Policy.

Work around: Edit access policy and check enabled. Web Admin

ICPAM-162 Badge Add / Edit Ul control is localizing to Access Levels and
Access Level Groups. Should be "Access Policies" and "Access
Policy Groups".

ICPAM-233 Client allows attempted downloading of more than the limit of 8
Access Policies to a single EM-100 and prevents download
completion. Workaround: do not exceed limit of 8 Access Policies

ICPAM-262 HA — Shared IP goes to standby mode

ICPAM-268 CSCuv50557: Advanced options not seen in single screen badge
wizard

ICPAM-356 EM-100 controller may go offline on rare occasions when left

disconnected from ICPAM server for long periods. Work around:
Connect to problem controller’s web console, Click Basic Settings
menu item, without changing any settings, click Save, click Submit.
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https://tools.cisco.com/bugsearch/bug/CSCul35210
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https://tools.cisco.com/bugsearch/bug/CSCuo83272

Controller should come online and should remain so.

ICPAM-396 GUI: Command and Monitoring Tabs do not work in some
browsers
Workaround: Use MS IE and add ICPAM server URL to
compatibility list.

ICPAM-400 Door/Location - Door/location module allows the same entry by
assigning location manually

ICPAM-437 A badge that is attached to an expired access policy is granted
access

ICPAM-443 Running a report with customized Variable Parameters throws an
error

ICPAM-482 Location info is not inherited to the door upon selecting the
checkbox "Inherit location from parent"”

ICPAM-484 All Doors report does not display status for EM doors

ICPAM-491 Backup version x allows restore to ICPAM version y and corrupts
installation

ICPAM-495 Duplicate card caused by cred # + format and then raw form
entered

ICPAM-596 Virtual Credential Template Add/Edit dialogue has incorrect label.
Refers to "Badge Format"

ICPAM-598 AdModCardRecord fails with -1001 Duplicate unique ID when no
card DB has ever been downloaded to a previously used EM-100

ICPAM-826 Authenticate Credentials on Gateways

ICPAM-881 Cannot support more than 7 levels of locations for Cisco VSM
cameras
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Resolved Issues
The following issue resolutions are included with ICPAM version 2.2(0.3.12)

HOTFIX 02/28/2017.
Identifier Title
ICPAM-997 Add Serial Number Hash to web admin login page to aid in
preparation for ICPAM 3.0 upgrade
ICPAM-1087 New badges added via EDI are missing virtual credential
templates

ICPAM-1108 WS API call getAllBadgesByPerson missing Access Policy data
after upgrade

ICPAM-1114 8 access policy limiting being hit due to no access policy filtering
per controller

Alarm raised if 8 access policies per controller and per user is
encountered during credential download.

ICPAM-1124 WS API call enrollBadge fails to populate credential template in
badge after upgrade to 2.2(0.3.12)
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