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Enterphone CVE-2025-26793 Advisory 
Notification 
 

Advisory Date Issued: 03-01-2025 

Hirsch Security Advisory 
Advisory ID: CVE-2025-26793 
Date Published: 02-15-2025 
Date Updated: 02-24-2025 
CVSS Severity: Critical 
CVE ID: CVE-2025-26793 
CWE ID: CWE-1393  
Affected Products: Enterphone 10.3 and prior 
 

Summary 
Enterphone MESH units were shipped with default credentials and the administrator was 
not prompted to change these credentials on initial configuration. Attackers can use the 
default credentials over the Internet via mesh.webadmin.MESHAdminServlet to gain 
unauthorized access.  

 

Vulnerability Details 
Type: Use of Default Password 
Impact: Unauthorized access to Enterphone administration console 
Affected Versions: Enterphone 10.3 and prior 
Mitigation: Update administrator account password 
CVSS Vector: 
CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:N/SC:N/SI:N/SA:N/MSI:S/S:P 

https://www.cve.org/CVERecord?id=CVE-2025-26793
https://cwe.mitre.org/data/definitions/1393.html
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Resolution 
Current end users using default shipping credentials must change the administrator 
default account password to prevent unauthorized access.  

A patch for Enterphone v10.3 will be available for download on or around March 15, 2025, 
which forces the default administrator account password to be changed. Hirsch will notify 
channel partners when the patch is available.  

Resources 
• Enterphone Adding a New Administrator and Deleting the Default Account 
• Enterphone Support Request Website 
• NIST NVD CVE-2025-26793 Detail 

 

Disclaimers 
This advisory is provided for informational purposes only and on an "as is" basis without any 

warranties for accuracy, completeness, or fitness for any purpose. Hirsch makes no 

representation or warranty that this advisory shall be free from errors or that this advisory shall 

meet all of your needs and expectations.  In regard to this advisory, Hirsch disclaims any and all 

warranties, express or implied. You act upon this advisory notification voluntarily and at your 

own risk, and you assume all responsibility and liability for any actions you take or refrain from 

taking based on this advisory. You and all users of this advisory are advised to independently 

evaluate the risks and implement appropriate security measures of your own choosing.  This 

advisory is not a contract between you and Hirsch, and, accordingly, Hirsch accepts no liability 

of any kind whatsoever for any actions you may take or refrain from taking based on the 

information herein, which is provided without any warranty.  Hirsch is not responsible for any 

damages, direct or indirect, however resulting from your use or reliance on this advisory.  The 

details in this advisory notification are subject to change without notice as further analysis is 

conducted. References to third-party products or services are for informational purposes only 

and do not constitute an endorsement. 

 
 

https://hirschdocs.atlassian.net/wiki/spaces/Enterphone/pages/1838252033/Enterphone+Solution+Guide#Adding-a-New-Administrator-and-Deleting-the-Default-Account
https://www.hirschsecure.com/services/primis-liberty-enterphone-support
https://nvd.nist.gov/vuln/detail/CVE-2025-26793
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