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uTrust TS Cards

Hirsch's uTrust TS Cards are modern, secure credentials for physical access control, based on NXP®'s
MIFARE DESFire HF (13.56 MHz) technology. For legacy systems, uTrust TS Cards have options compatible
with 125 kHz LF proximity card systems. When used with Hirsch's uTrust TS Readers, uTrust TS Cards
provide an easy, cost-effective path to mitigating emerging security and compliance challenges, while
maintaining compatibility with existing physical access control systems (PACS).

In contrast to other HF access cards that increase costs and fail to reduce the complexity of ordering and
usage, ulrust TS Cards are priced to be less expensive than all alternatives, even typical low frequency (LF)
125 kHz proximity cards from leading vendors. For added value, uTrust TS Cards use a composite card body
for extra durability and always come with a 7B UID.

This guide describes the information required to place an order for uTrust TS Cards to ensure what you
order meets your requirements. In addition, this guide provides best-practice information on selecting
readers and planning your migration path to a high security access card.

Ordering Information

An order for uTrust TS Cards must include the following information:

e  Hirsch item number(s)

e  Quantity

e Card numbering details
The Hirsch item number depends on the specifications of the installed PACS. Hirsch uTrust TS Cards are
offered in multiple variations as described below.

Standard vs. Migration

Hirsch uTrust TS Standard cards contain MIFARE DESFire technology and are ideal for new installations
with uTrust TS readers.

Hirsch uTrust TS Migration cards contain the same MIFARE DESFire technology but also include prox
technology (125 kHz). This dual technology allows for flexibility in reader infrastructure, either new
installations with only TS readers, existing installations that use HID prox or HID prox compatible, or
installations with a mix of uTrust TS readers and HID prox readers.

Chip Memory

Please note the 5020 series uTrust TS Standard and Migration 256B cards have 256 bytes of user memory,
and do not have space for additional applications to be loaded. This is intentional and enables Hirsch to
offer a secure DESFire credential at a competitive price. If other applications will be programmed to the
card, please select the 5023 series uTrust TS cards that provide 8kB of user memory.



Hirsch uTrust TS Cards
Ordering Guide

Card Format

All access cards are encoded using a specific card format. This format specifies how the card number
(and optionally the facility code) are put together for transmission between the reader and the access
control panel. It is necessary to ensure the card format in use:

e Can beread by all readers in the system, both existing and new readers.
e (Can be decoded by the panel.

e Can be supported in the access control system.

To make the use of uTrust TS Cards as simple as possible, Hirsch uses industry standard card formats that
are recognized by all leading access control systems and readers.

The most popular card format is the 35D format, which is compatible with HID Corporate 1000 format
(H5XXXX). Thisis a managed format that assigns a customer number/facility code and is widely used by
enterprises and supported in all major access control systems.

Hirsch also provides the 37D format, which is compatible with the HID 37-bit no facility code format
(H10302). This is also widely supported in major access control systems.

While not preferred, Hirsch also offers the 26D format which is compatible with HID's 26-bit Wiegand
format (H10301). This is an open format so is widely supported by all access control systems; however, the
range of card numbers available is limited and there is potential for card numbers to be duplicated in
some deployments.

Quantity

The minimum order quantity for stock uTrust TS Cards is 100 units. Custom graphics or other
personalization requests will increase the MOQ. Please consult with your Hirsch sales representative for
details.

Card Numbering

The final piece of configuration concerns how the card numbers will be encoded onto the card, using a
particular card format.

uTrust TS Cards support two different modes, depending on whether the NextUP program is used or
not.

NextUP

Available only with uTrust TS Cards in conjunction with the 26D or 35D formats, a customer completes a
form for the Hirsch NextUP program and is assigned a NextUP identifier. Using the NextUP identifier,
Hirsch tracks all the card numbers previously used with that identifier and maintains the unigueness of
card numbers on behalf of the customer. The NextUP identifier must be included on all purchase orders.
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No NextUP | 37D Format

Alternatively, if a customer is not using the NextUP program and chooses 37D format, Hirsch automatically
generates unique card numbers for the customer based on next available.

Selecting a Reader

When selecting the appropriate uTrust TS Reader, the main consideration is whether it is necessary to
support legacy 125kHz LF proximity credentials.

In cases where 125kHz LF proximity support is required, it's necessary to use the uTrust TS Migration
Reader. This reader supports HID, Indala, Casi, AWID, EM and a variety of other proximity credential

types.

In cases where no legacy card support is required, we recommend the uTrust TS Advanced Reader. This
reader only supports 13.56 MHz HF credentials and provides the easiest way to immediately upgrade the
security of the solution.

Complete details on product features and ordering information for uTrust TS Readers may be found in
the Hirsch uTrust TS Readers Ordering Guide.

Selecting a Migration Strategy

For new installations, deployment of uTrust TS Cards is straightforward: simply deploy uTrust TS Readers
and use the uTrust TS Standard Card. However, in cases where an existing system of cards and readers are
in place, one of two approaches may be pursued: either migrate cards first, or migrate readers first.

Migrate Cards First

INn Most cases, the simplest approach to transition to a more secure access card is to begin by issuing
uTrust TS Migration cards. Since uTrust TS Migration cards contain both 125 kHz LF prox technology and
more secure DESFire HF technology, they are compatible with the existing installation of HID prox-
compatible readers.

Once all cards are replaced with uTrust TS Migration Cards, the customer may begin to deploy uTrust TS
Advanced Readers, thereby upgrading security by utilizing the secure 13.56MHz HF technology. This
process can be done over a longer time period, focusing initially on just those doors that require the

highest security.

Finally, once all readers have been changed to uTrust TS Advanced Readers, future card replacement
orders can be done using the uTrust TS Standard card, thereby reducing card costs while maintaining
the highest level of security.
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Migrate Readers First

Alternatively, it may be desired to upgrade readers in advance of cards. In this case, the preferred
approach is to begin deploying uTrust TS Migration Readers, which are compatible with the existing
population of 125 kHz or 13.56 MHz cards (see the Hirsch uTrust TS Readers Ordering Guide for details on

the cards supported by this reader).

After all readers have been upgraded to the uTrust TS Migration Reader, then it's possible to move
straight to issuing uTrust TS Standard cards, which will work with the uTrust TS Migration Readers in the

secure mode.

As a final step, once all non-uTrust TS Cards have been replaced, the customer may upgrade the
configuration of the uTrust TS Migration Readers to only accept the secure uTrust TS Standard Cards, and
to disable other 125 kHz LF proximity and less secure cards. For details on how to perform this upgrade,
please contact your Hirsch sales representative.

Mixed Migration Strategies

In practice, particularly for large deployments, a combination of the above strategies is often required. In
these cases, it is possible to mix and match uTrust TS Cards, third-party cards, uTrust TS Readers, and
third-party readers, and leverage the flexibility of the Hirsch products to migrate to a more secure
solution with minimum effort and cost.

For these more complex cases, please contact your Hirsch sales representative for additional guidance.
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uTrust TS Card Item Numbers

e N Y AT

5020-SDSSM-001 TS Standard 256B ISO Composite Card - 35 bit Format Standard 256B
5020-SDSRM-001 TS Standard 256B ISO Composite Card - 37 bit Format Standard 37D 256B
5020-SDSOM-001 TS Standard 256B ISO Composite Card - 26 bit Format Standard 26D 256B
5023-SDSSM-001 TS Standard EV18KB ISO Composite Card - 35 bit Format Standard 35D 8kB
5023-SDSRM-001 TS Standard EV18KB ISO Composite Card - 37 bit Format Standard 37D 8kB
5023-SDSOM-001 TS Standard EV18KB ISO Composite Card - 26 bit Format Standard 26D 8kB

5020-MDSSM-001 TS Migration 256B + Prox ISO Composite Card - 35 bit Format Migration 35D 256B+Prox
5020-MDSRM-001 TS Migration 256B + Prox ISO Composite Card - 37 bit Format Migration 37D 256B+Prox
5020-MDSOM-001 TS Migration 256B + Prox ISO Composite Card - 26 bit Format Migration 26D 256B+Prox
5023-MDSSM-001 TS Migration EV18KB + Prox ISO Composite Card - 35 bit Format Migration 35D 8kB+Prox
5023-MDSRM-001 TS Migration EV18KB + Prox ISO Composite Card - 37 bit Format Migration 37D 8kB+Prox
5023-SDSOM-001 TS Migration EV18KB + Prox ISO Composite Card - 26 bit Format Migration 26D 8kB+Prox

uTrust TS Card Formats

Format Description Possible Facility Possible Serial
Code P Codes Numbers

H5XXXXX |HID Corporate 1000 0 - 4,095 0-1048575
37D H10302  37-bit/ No Facility Code 37 n/a 0 - 4,294967,295
26D H10301 General Distribution 26 0 -255 0 - 65,535

Print Example

H HIRSCH 12345678260 65535
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